Horosop Ne ECII/1/28823/26
00 OKa3aHUM YCJIYT PHIHYECKOMY JIHILY, PHHAHCHPYEMOMY U3 COOTBETCTBYIOIIET0 0I0IKeTa

r. Hanpuuk « 04 » despans 2026 r.

IIy6imunoe axkumonepHoe o0mecTtBo «Pocresekom» (ITAO «Pocresekom»), HMeHyeMoe B
nanpHelmem «Omneparop», B nuie Crapuiero cnenuanucta YHOpaBieHHUs 1Mo paboTe C JI0XOJHBIMHU
KOHKYPEHTHBIMHM 3aKkynkamu lleHTpa KoMmeTeHIMH MO [OXOJHBIM 3aKylKaM KOpPIIOPaTUBHOTO U
rocynapcrBeHHoro cermeHToB ITAO "Pocrenexom" bepbenesoit Asicy PycTamoBHBI, AelicTByIOLIEN Ha
ocHOBaHUU J0oBepeHHOCTH Ne2ba64a82-2b21-41fc-92¢9-209d26¢f04ce ot 24.04.2025, ¢ 0HOM CTOPOHBI,
u IN'ocynapcTBeHHOe 010/12KeTHOE 001Ie00pa3oBaTe/ibHOe yupe:xkaenue "Kaerckas mKkoa-nuHTEepHAT
Ne 3" MunucrepcrBa npocsemennsi 1 Hayku KaGapanno-bankapckoii Pecnmy0auku, nmenyemMoe B
JalbHEUIeM «AOOHEHT», B JIMIIE HCIOJHSIONIETO OOS3aHHOCTH aupekTopa borateipeBa Dmyapaa
AHaTonpeBrYa, JIEHCTBYIONIETO Ha OCHOBaHMM YCTaBa, C JIPYrOol CTOPOHBI, 3aKIIOYMIN HACTOSALIUI
JIoroBop 0 HUKECIEAYIOLEM:

1. lIpeamer Jlorosopa

1.1. Hactosimuii /loroBop 3akiiroueH Ha OCHOBaHUH II. 4 4. 1 cT. 93 denepanbHoro 3akoHa ot 05.04.2013
Ne 44-®3 "O xoHTpakTHOH cucteme B chepe 3aKymoK TOBapoB, paldoT, yciyr st oOecredeHwHs
roCyJapCTBEHHBIX U MyHUITUTIATBHBIX HYX'".

1.2. Unentudukannonusiit ko 3akynku 262071600094007050100100040000000242.

1.3. B cootBercTBUM C ycinoBusMH HacTosmiero Jlorosopa Omeparop o0si3yeTcs oka3biBaTb AOGOHEHTY
yciyru, onucannble B [Ipunoxkenusx x Hactosmemy [lorosopy (manee — Yciayru), a AGOHEHT 00s3yercs
MIPUHUMATh W OIUIAYMBATh OKa3biBaeMble emy Ycnyru. CocTaB, mepeyeHb U CTOMMOCTb Y CIyT, a TakkKe
JIOTIOJIHUTENbHBIE TpaBa U 00s3aHHOCTH CTOpoH, ompernenstoTrcs [IpunokeHusMH K HaCTOSILEMY
[oroBopy.

1.4. Ilena Hacrosimero Jlorosopa cocrasmsier: 217680,00 (mBecTH ceMHAIUATh THICAY IIECTHCOT
BocembjecsaT pyoJeid 00 xomeexk), B TomM uucie HJIC B COOTBETCTBHHM C JACHCTBYIOLIMM
3akoHoJaTeNbecTBOM Poccuiickoit denepanum.

[ena JloroBopa sBJISIETCS TBEPIAOW U ONPEIECIAETCS HA BECh CPOK UCIIOIHEHUS JloroBopa.

1.4.1. Uctounuk dhuHaHCcHpoBaHUS: PecryOnukaHCKuil OrOIKET.

1.5. 3meHeHue nieHs! JloroBopa BO3MOKHO IO COTJIANIICHHUIO CTOPOH B CITydasx, PeyCMOTPEHHBIX CT. 95
®enepanbHoro 3akoHa oT 05.04.2013 Ne 44-®3 «O KOHTpakTHOU cucteMe B cepe 3aKylnoK TOBApOB,
pabor, yciyr st o06ecreueHus ToCyIapCTBEHHBIX U MYHHUIIUTIATBHBIX HY XK.

B crnydae u3meHeHHs] TMMHUTOB OIO/KETHBIX cpeAcTB Mo m. 1.4 Hactosmero JloroBopa AOGOHEHT He
noznHee 14 (4eThlpHAAIATH) KaJeHIApHBIX JHEW CcO JHSA JoBeAcHUS 10 AOOHEHTa CyMMBI
CKOPPEKTUPOBAHHBIX JINMUTOB 00s13yeTcs HampaBuTh B aapec OnepaTopa noanucannoe JlomnoiHuTenbHOe
cornamenue (1 unmm 2 sxk3emMIuIsipa, B 3aBUCUMOCTH OT TOro, npuMensiercst win HeT Ctoponamu 3/10) 00
M3MEHEHUH IeHbI K HacToseMy JloroBopy. [Ipu 3ToM HOBas 1ieHa JloroBopa He AOKHA IPOTUBOPEUYUTD
(akTHUYECKU UCTIOJHEHHOM YacTu HacTosiero /{orosopa.

2. [IpaBa u o6s13anHOocTH CTOpPOH

2.1. Onepartop o0s13aH:

2.1.1. Oxka3zpiBaTh AOOHEHTYy YCIYyrd B COOTBETCTBHH C 3aKOHOAATEIbCTBOM P®, IuIEeH3UIMU,
HacTosAIMM JloroBopom.

2.1.2. Bectu y4er 0Ka3bIBaEMBIX Y CIIYT.

2.1.3. OdopmiiATh U HANpaBiATh AKTbl Hadaja OKa3aHMUsA YCIYyr W/HWIM AKTbI BBINOJHEHHBIX PaboOT
(oxa3aHHBIX ycayT) AGOHEHTY (j1ajiee COBMECTHO MMEHYEMbI€ — AKTHI).

2.1.4. OnoBemars AGOHEHTa O MPOBEJCHUHU PEMOHTHO-HACTPOCUYHBIX M MPOPHUIAKTHUECKUX paboTax Ha
CeTAX JIOOBIMH JIOCTYITHBIMH CIOCOOaMH, B T.4. IIyTeM pa3MelIeHWss HWHQOpPMaluu Ha caiite
https://espd.wifi.rt.ru.

2.2. Oneparop uMeer npaso:

2.2.1. B ogHOCTOpOHHEM TOpPSAKE IMyTeM HampaBiieHuss AOOHEHTY MMCbMEHHOTO YBEAOMJIEHUS! BHOCUTh
u3MeHeHusd B 1. 7.1 Hactosmiero JloroBopa.

2.2.2. TpeboBatb OT AOOHEHTa HUCHOJIHEHMsI 00s3aTENIbCTB MO HacTosimeMy J[loroBopy, B T.u. He
UCTOJHEHHBIX nepe] OneparopoM AEHEKHbBIX 0053aTEIIbCTB.



2.2.3. IIpuocTaHaBiuBaTh OKa3aHUe Y CIYT IPU BOZHUKHOBEHUHU YPE3BbIYAMHBIX CUTYalld TPUPOAHOTO U
TEXHOTEHHOT'O XapaKTepa, B COOTBETCTBUH CO cT. 66 denepanbroro 3akoHa ot 07.07.2003 Ne 126-P3
«O cBs3M».

2.2.4. IlpuocraHaBnuBaTh OKa3aHUE YCIYT B clyyae HapylIeHUss AGOHEHTOM TpeOOBaHM, CBI3aHHBIX C
OKa3aHHEM ITHX Y CIyT U ycTaHOBJICHHBIX DenepanbHbiM 3ak0oHOM OT 07.07.2003 Ne 126-D3 «O cBs3u»,
MHBIMM HOPMaTUBHBIMU IIPAaBOBBIMM aKTaMU U HacToAUM KoHTpakToOM, B TOM YHCIIe HAPYILIEHUSI CPOKOB
OIJIaThl OKa3aHHBIX AOOHEHTY YCIyT, 10 yCTpaHEHHs] HapyLIeHHs WIH MPEAOCTaBICHUs JOKYMEHTOB,
MOATBEpKAaroLuX omiaTy OnepaTopy CTOMMOCTH OKa3aHHBIX Y ciyr. IIprocTtaHoBiieHHe OKa3aHusl yCiayr
CBSI3H, YCIIYT IPUCOEAMHEHHUS U YCIYT MO MPOMycKy Tpaduka, npousBoautcs OnepaTopoM ¢ MUCbMEHHOTO
cornacust AOOHEHTa WM 1O petieHuto cyaa. [Ipu 3Tom coxpaHsercst 10CTyH K CeTH CBS3H.

2.2.5. TpeboBarh Bo3MelieHUs AOOHEHTOM YOBITKOB (B BHJE YNYIICHHOW BBITOJBI) 3a IEPHOJ
BBIHY)KJICHHOTO NPHOCTAHOBIICHUSI OKa3aHHs YCIYT'H, BO3SHMKILIETO H3-3a MOBPEKACHUN 000pYHI0BaHHS
Omneparopa no BuHe AOOHEHTa, U3 pacuera Tapuda 3a COOTBETCTBYIOUIYIO YCIYTy MPOMOPLUUOHAIBHO
BPEMEHU NIPUOCTAHOBIICHUS €€ OKa3aHUsl.

2.2.6. ITlpenoctaBnsate (HampasisaTh) AOoHeHTy uHbopmaiuio o0 yciayrax OmepaTtopa, crocobax u
YCIOBHSIX HMX TMPEJOCTaBICHUS M 3aKa3a B COOTBETCTBUM C TPEOOBAHMSAMH JCHCTBYIOLIETO
3aKOHOJATEIbCTBA.

2.2.7. Omneparop mpoJOSKAeT OKa3blBaTh yCIYrd CBSI3W B IMOJHOM OO0BEME IOCJIE€ OKOHYaHHUS CpoKa
nevictust JloroBopa 10 MOMEHTa, Korja AOOHEHT B MHCHbMEHHOM (opme MpesocTaBUT corjiacue Ha
MpeKpalIeHUue OKa3aHus yCIyT B MOpsAKe, yka3zaHHoM B 11. 2.3.11 Jlorosopa.

2.3. AGoHeHT 00513aH:

2.3.1. Tlonp30BaThCs ycoyramMu HCKJIIOUUTEIBHO B MpPEENIaX YCTAHOBIEHHBIX JIMMUTOB OFOIKETHBIX
oOs3aTenbeTB. OmmaunBaTh YCIyTM B TOJHOM OOBEME M B CPOKH B COOTBETCTBUU C HACTOSIIAM
JloroBopoM. OcyiecTBIATH KOHTPOIIb HAJl PACXOA0BAHUEM JICHEKHBIX CPEJICTB, BBIJICIICHHBIX Ha Y CIIyTH,
B IIpejieiaX JIMMUTOB OFO/KETHBIX 005S3aTEeIIbCTB.

B ciiydyae BO3HUKHOBEHHS pHCKa yBelIuueHHs LieHbl JloroBopa, ykaszaHHou B . 1.4 JloroBopa, B CBSI3U C
YBEIIMYEHHUEM 00beMa MOTPeOIsIeMbIX YCIyT HHUIIMHPOBATH 3aKII0UEHUE OMTOTHUTEIHHOTO COTIIAICHHS
wiu pactopxkenue Jlorosopa no cornamienuto Ctopon. [Ipu HecoOnroaeHnH YCI0BHIA HACTOSIIETO MyHKTa
OIJTauyMBaTh (PAKTUYECKH OKa3aHHBIC YCIIYTH, TIOTPEOIICHHBIE CBEPX JIMMUTOB OIO/DKETHBIX 003aTEIbCTB,
Ha OCHOBaHUH BBICTaBJICHHBIX OIIEpaTOPOM CUETOB.

2.3.2. IlucemenHo yBenomusaTe Omneparopa 00 HM3MEHEHMM HAaWMEHOBAHHS IOPUAWYECKOro JIMIA,
IOPUINYECKOT0 U TIOYTOBOTO aapeca AOOHEHTa B CPOK, He mpeBblmatronmi 30 (TpuauaTy) KaleHaapHbIX
JTHEW C J1aThl BBEJEHUS B JICHCTBHUE COOTBETCTBYIOIIMX M3MeHeHuH. [TucekMenno yBenomuth Omneparopa
00 M3MEHEHMH ajjpeca IOCTaBKH CUETOB, CUETOB-(PaKTyp, AKTOB U OAHKOBCKUX PEKBU3UTOB AOOHEHTa B
TedyeHHe S5 (TATH) KaJeHAAapHBIX [THEH C MOMEHTa H3MEHEHHUS. YBEJOMJIEHHE IPOU3BOJAUTCS IO
PEKBU3UTAM, yKa3aHHBIM B paszzene 5 JloroBopa. YBeaoMiIeHHE JOJDKHO OBITh MOANMHUCAHO JIUIOM,
YIIOJJHOMOYEHHBIM Ha BHECEHHUE U3MEHEHU B JloroBop.

2.3.3. UzBemars Omnepatopa 000 BceX cClyyasiX IMEpPEephIBOB CBA3M B NPEAOCTaBIsEMBbIX AOOHEHTY
VYemyrax.

2.3.4. Ilpuaumare VYciayrm u Bo3Bpamare Omneparopy MNOANMCAHHBIE CO CBOEH CTOPOHBI
YIOJHOMOYEHHBIMH JINLIAMU OpUTHHANBI AKTOB B TeueHue 10 (aecaTu) kajgeHIapHBIX JHEH ¢ MOMEHTa
nonydeHus. B Tom cinyuae ecnu B TeueHue 10 (ecsaTi) KajaeHIapHBIX JHEH co JTHS Havyalla OKa3aHus Y CIIyT
1 (unm) okoH49aHuss OTYeTHOTO TIeproia (MecsI] okazaHus Y ciayr) AGOHEHT He npefocTasisier OnepaTopy
MUCHbMEHHOTO MOTHBHPOBAHHOTO OTKa3a B NPU3HAHUM HaJUIEkKAIEro HCIOJIHEHUS 0053aTesbCTB
OmnepaTopom, AOGOHEHT CUYUTAETCS COTIACHUBIIIUMCS C 1aTOM, 00bEMOM U KaueCTBOM Y CITyT, YKa3aHHBIX B
Axtax. [Ipu stom, Omepatop BIpaBe TpeOOBaTh OIUIATy CYETOB HAa CYMMBI, YKa3aHHbIe B AKTax, a
AOGOHEHT 00s13aH OIJIaYMBaTh 3TU CU€Ta B COOTBETCTBHUHU C yclIoBUsIMU JloroBopa.

2.3.5. B pabouee Bpems obecrneuuTh OecHpensTCTBEHHBIH JocTyn paboTHUKOB Onepatopa,
MPEeIbABUBIINX COOTBETCTBYIOIIEE YIOCTOBEpEHHE, JUIsl BBINOJHEHHS paboT, HEOOXOIUMBIX BO
UCIIOJIHEHUE HacTrosiero /lorosopa, a Takyke A1 MPOBEIEHUS OCMOTpPA, PEMOHTA U TEXHHUYECKOIO
00CITyKMUBaHUS CPEJCTB, COOPYKEHUH, JIMHUN CBSA3H B IOMEIICHUSX, HAXOAAIIUXCS BO BIaJIC€HUU U (UJTN)
NoJIb30BaHUK AOOHEeHTa. B ciiydae HE0OX0IUMOCTH MpOBeNeHHUs] paboOT MO OpraHu3aniui a0OHEHTCKON
JUHUHM 00ecTIeYnTh MOTy4eHHEe HEOOXOIUMBIX pa3pelleHuid U COTJIaCOBAHUN OT Biajeiblia TEPPUTOPUH
(momeneHus), Ha KOTOPOH pacronokeHo odbopynoBanue Oneparopa u (unm) o6opynoBanue AGOHEHTa,



Ha MpOBeJeHUE padoT MO MPOKIaAKe Kabelss, CTPOUTENbCTBY KaOeabHOW KaHATW3alWd U OpraHu3aluu
Ka0eIbHOT0 BBOJIA, & TAKXKE M0 Pa3MEIIEHUIO U AJIEKTPONUTAaHUI0 000pyaoBanus Oneparopa.

2.3.6. B cimyuae OgHOCTOPOHHETO IMOJHOTO (YaCTMYHOIO) OTKa3a OT YCIyr mo HactosieMmy JloroBopy
MMCBMEHHO yBeIOMUTH 00 3ToM Ormeparopa, a Takke omiatuth OmnepaTopy (aKTUYECKU MOHECCHHBIE
pacxoapl. Ormuiara aokHa ObITh mpousBeneHa B TeueHue 10 (mecaru) paboumx IHEH ¢ MOMEHTa
BbICTaBJIeHUs cueTa OnepaTopom.

2.3.7. He nomyckaTh CaMOBOJIBHOTO TOJKITIOYEHHSI K CETH MOJIb30BATEIbCKUX (OKOHEUHBIX) YCTPOUCTB U
WHOTO OKOHEYHOTO 000PYIOBAHUS, MOIKITIOYCHHS K IPYTUM a00OHEHTCKUM JTUHUSIM.

2.3.8. He nomyckaTh HUCIOIb30BaHUS CPEACTB CBA3M IS IPEAHAMEPEHHOTO CO3/IaHUs JPYTUM aOOHEHTaM
YCIIOBUH, 3aTPyNHSIOMINX MOJE30BAHNE YCIyTaMH CBSI3H, a TAKXKE CO3JaHUsS IMOMEX I HOPMAIbHOTO
(GYHKIIMOHUPOBAHUS CETU CBSI3H.

2.3.9. He ucnonb30BaTh MOJIH30BATEIHCKOE (OKOHEUYHOE) YCTPOMCTBO U (VITH) BBIACICHHBIN a00HCHTCKHIA
HOMeEp /ISl OKa3aHUsl YCIIYT CBSI3U TPETHUM JIMIIaM, B TOM YHUCJIE ITyTEM OpraHU3aI[1H ILUTI030B AJIs JOCTyTa
K ceTH cBsi3H, [P-Tenedonun u T.11.

2.3.10. ConepxaTh B MCIPAaBHOM COCTOSIHUM AOOHEHTCKYIO JIMHHIO W TI0JIb30BATEIbCKOE (OKOHEYHOE)
o0opy0BaHUE, HAaXOAAIIMecS B MOMeleHnd AOOHEHTa, a TaKkkKe COOJI0ATh MpaBHia SKCILTyaTalluu
3TOTO0 000PYIOBAHUA.

2.3.11. B teuenue 5 (msATH) pabouux AHEW C AaThl MOdy4yeHHs 3amnpoca OmepaTopa O MOATBEPKICHUH
(akTa OkazaHMA YCIYr TMOCJIE MCTEUYECHUS CpOKa ACUCTBHUS Hacrosmero JloroBopa, HampaBJICHHOTO B
nopsiike ucnoyiHeHust ad3. 3 m. 4 ct. 51.1 denepanbroro 3akoHa ot 07.07.2003 Ne 126-D3 «O cBsazmy,
HanpaBiusier  Omeparopy — moxaTBepxjaeHue  (akra  OKasaHWMS ~ YCIyr  W/HWIM  corjlacue  Ha
MIPUOCTAaHOBIIEHUE/TIPEKpallleHHe OKa3aHus Y CIyrT 1o Hactosuiemy Jloroopy.

2.3.12. OnnaTtuTh yCIyTH CBSI3HM, OKa3aHHBIC MTOCJIC UCTEYCHUS CpOKa AeiicTBUs JloroBopa B COOTBETCTBUH
c . 2.2.8 JloroBopa, B CpokH, ykazaHHbIe B JloroBope, BO BHECY1I€OHOM MOPSIKE C yUETOM MOJIOKESHUIH T1.
2.3.11 JloroBopa B 4acTH MOJATBEPKACHUS (aKkTa OKa3zaHUs Y CIIyT.

2.4. AGOHEHT UMeeT NpPaBo:

2.4.1. Ilony4dats ot OnepaTtopa uHdopmaIuio, HeOOXOAMMYIO ISl HICTIOHEHUs HacTosero Jloroopa, B
TOM uucie nHpopMalrio o pekBu3uTax Oneparopa, pexxume paboTsl, Tapudax U oka3bIBaeMbIX Y CIyrax,
0 COCTOSIHUU JINLIEBOTO cueTa AOOHEHTA.

2.4.2. TpeboBaTh yCTpaHEHUsS HEHCHPABHOCTEH, MPEMATCTBYIOMIMX MMOIH30BAHUIO Y CIyramMu, B CPOKH,
YCTaHOBJICHHBIC JICUCTBYIONTUMH HOPMATUBHBIMU aKTaMH.

2.4.3. 3anpamuBath y Oneparopa HanpapiieHHE B aipec AGOHEHTa AKTOB OKa3aHHBIX YCIIYT.

3. CTouMOCTH yCJIyT, HOPSAI0K pacyeToB

3.1. Croumocts Yciyr, okaspiBaeMbix AOoHeHTYy OrepaTopoM, OMNpENeNseTcss B COOTBETCTBUHU C
ycnoBusMu Jlorosopa. Cymma k oruiate 3a YCIyrd ONpeAessieTcss C y4yeToM CTOMMOCTH U oObema
OKkazaHHbIX Ycayr 3a Pacuernslii nepuoa. Ilox PacueTHeIM neprogoOM NOHMMAETCS IEPUOJ
IPOJOIDKUTEIBHOCTBIO B OAMH KaJeHJApHBIA Mecsl, B KOTOPOM OBbUIM OKa3aHbl COOTBETCTBYIOIIME
Yenyru.

3.2. Ilpu u3MeHeHuH LieHbl JJoroBopa mo ocHOBaHMSIM, yKazaHHbIM B 1. 1.5 JloroBopa, AGOHEHT 00s3aH
noanucatsk ¢ OnepatopoM JlOMOIHUTEIBHOE COMIAIIEHUE O COOTBETCTBYIOINX U3MEHEHHSIX.

3.3. PacuerHblii mepuoJ YCTaHABIMBAETCA C TNEPBOTO JO IMOCIEAHEro Yucia (BKIIOUUTENIBHO)
KaJIeHJAapHOTro MecAlla okazanusa OneparopoM Y ciyT, TOUIeKaIINX OIIaTe.

3.4. Oneparop BbicTaBisieT AGOHEHTY CUeT, cUeT-(akTypy, AKT BBHIIOTHEHHBIX pa0dOT (OKa3aHHBIX yCIYT),
a TaK)Ke OTYETHBIE JIOKYMEHTBI, ITPETyCMOTPEHHBIE TPIIIOKeHUsIMHE K JloroBopy, B TeueHue 20 (1BaamaTH)
KaJIeHJapHBIX JHEW ¢ 1aThl OKOHUaHHs PacueTHoro nepuojna. B Akre BHINOIHEHHBIX paboT (OKa3aHHBIX
yciyr) U cueT-paktype Onepartop 3anonHseT rpady eIuHUIa U3MEPEHUsI B COOTBETCTBUU C €IUHUIICH,
ykazaHHOU B [IpunoxeHusx k Hactosmemy [loroBopy. B ciyuae HeBO3MOXKHOCTM yKa3aTb B AKTE
BBITIOJTHEHHBIX pa0oT (OKa3aHHBIX yCIyT) U cueT-pakType PakTUYECKYyI0 €AHMHUILY U3MEPEHUS B CBS3H C
TEXHOJIOTHYECKUMHU OCOOCHHOCTSIMU MPOCTABIISCTCS IPOUEPK U TAaHHBIN BUJ] pabOT (OKa3bIBAEMBIX YCIIYT)
3aroyHsIeTCs B IEHE)KHOM U3MEPEHHUU.

3.5. Omnara Yenyr npou3BOIUTCS MyTeM O€3HAIMYHBIX PACUETOB €keMecsauHo, He To3aHee 10 (ecsatn)
pabounx qHEH ¢ AaThl nognucanusi AOOHEHTOM JOKYMEHTa O IPUEMKE OKa3aHHbBIX Y CIyT, YKa3aHHOTO B
1. 3.4 Jlorosopa.



3.6. YTeps, HenonyueHrne AOOHEHTOM BbICTaBlieHHOTO OmeparopoM cuera, c4eToB-(GakTyp U AKTOB, B
T.4. B CBSI3U C HEBHINOJHEHHEM YCIOBUH, MPEeIyCMOTpEeHHbIX M. 2.3.2 Hactosimero Jlororopa, He
0ocB0OOXkMaeT AOOHEHTA OT 00S3aHHOCTH CBOEBPEMEHHOM OTUIATHI Y CITYT.

3.7. BeicraBnenue cuera-paktypbl OnepaTopoMm AOGOHEHTY MPOU3BOIUTCS B COOTBETCTBUU C HAIIOTOBBIM
3aKOHOIATEILCTBOM PO.

3.8. CTopoHBbI 0053yI0TCSI OCYIIECTBIIATh CBEPKY pacu€ToB 1o JJorosopy ¢ opopmieHneM 1ByCTOPOHHETO
aKTa CBEPKH pacuéToB HE PeKe OJHOTO pasa B rojl, a TAKXKe M0 Mepe He0OX0AUMOCTH.

B cnydae HampaBieHMs akTa CBEPKU pacueToOB IO AJIEKTPOHHOM Mo4YTe, TAKOM akT OyaeT NMpU3HaBaThCs
CropoHamu B KauecTBE JOKYMEHTA, COCTaBICHHOTO B MMCbMEHHOI (hopme.

AKT CBepKHM Pacdy€ToB COCTaBIIAETCS 3auHTepecoBaHHONW CTOPOHOHM MOJIMCHIBAECTCS YIOJTHOMOYEHHBIM
npencraButeneM Takod Croponsl. CTOpOHa-MHMLIMATOP CBEPKM HampasiaseT B ajapec CTOpOHBI-
II0JIyyaTessl aKT CBEPKH pacu€ToB.

Ecin Cropona-nonydarenb HE COIVIaCHA C aKTOM CBEPKM pAcyeToB, OHa HampasisieT CTopoHe-
MHUIMATOPY CBOM IHCbMEHHBIE MOTHUBUPOBAHHbBIE BO3PAXKEHMsI 10 IOBOJAY JOCTOBEPHOCTHU
CoJIeprKaIleiics B akTe cBepku pacuéroB nndopmanuu. Eciu B Teuenue 10 (gecsitu) pabouux JHEH co THS
MIOJIyYeHHs aKTa CBepkH pacuéroB CTOpoHa-IoJyyaTelb He HarnpaBUT B agpec CTOpPOHBI-MHHIIMATOPA
[IUCbMEHHbIE MOTHUBHMPOBAHHBIE BO3PAKEHUS 10 IOBOJLY JOCTOBEPHOCTH COAEpXKAIlEHCS B HEM
uHpOpMallUY, aKT CBEPKU pacu€ToB cuuTaercs Npu3HaHHbIM CTOpPOHOM-TONyyaTeNeM B pedakLUH
CropoHBI-UHULIHATOPA.

CTopoHBI MpPU3HAIOT PABHYIO HOPUAMYECKYIO CHIIy COOCTBEHHOPYYHOM MOANUCH W (aKCUMHUIbHON
MIOJINKCH, BOCIIPOU3BEACHHBIX C TIOMOIIbIO CPEACTB MEXAHMUECKOIO MJIM MHOTO KOMMPOBAHMS HA aKTax
CBEpKHU pacy€ToB K HacTodAlemy Jlorosopy.

4. OTBercTBeHHOCTH CTOpPOH. Yc/10BUSI H3MEeHeHUs M pacTop:keHus Jlorosopa. Ilpouune yciosus.

4.1. 3a HeucHnoJHEHHE WIM HEHAJUIeKallee HCIOJHEHHE 005A3aTeIbCTB, YCTAHOBJIEHHBIX JloroBopowm,
CTOpOHBI HECYT OTBETCTBEHHOCTb B COOTBETCTBHU C JECHCTBYIOUIMM 3aKOHOAATENbCTBOM Poccuiickoit
@enepaunu (B TOM YUCIIE B COOTBETCTBUM ¢ IocTtaHoBieHUEM lIpaBurensctBa Poccuiickoit @enepanuu
ot 30 aBrycra 2017 r. Ne 1042) u ycnoBusimu [{oroBopa.

4.2. B ciayuyae mpoCpoYKH HCTOTHEHUsST AOOHEHTOM 00s3aTeNnbCTB, MPETYCMOTPEHHBIX JloroBopom, a
TaKXe B MHBIX CIy4asX HEHCIOJHEHHs WM HEHAJJIE)KaIIero UCIOJHEHUS AOOHEHTOM 00s3aTeNbCTB,
npenycMoTpeHHbIX JloroBopoM, Omepatop BlipaBe MoTpeOdoBaTh ymjaThl HEYCTOEK (IITpadoB, MeHeil).
Ilenst Haumcnsercs 3a KaXIbld JE€Hb IMPOCPOYKHM HCHOJIHEHUs 0053aTesIbCTBA, MPETyCMOTPEHHOIO
JloroBopoM, Ha4yMHasi CO JIHA, CIEAYIOUIEro Mmocje JHS MCTEUYEHHUs YCTaHOBJIEHHOro J[oroBopom cpoka
UCTIONHEHUs1 oOs3arenbcTBa. Takas meHs ycraHaBnuBaeTcst JloroBopom B pasmepe 1/300 (oxHoii
TPEXCOTOM) JeMCTBYIOLIEH Ha IaTy YIJIaThl eHel KitoueBoil ctaBku LlenTpanbHoro 0anka Poccuiickoit
®enepanuy OT HEYIUITAYeHHOH B cpok cyMmMsl. LlITpadsl HauncngioTes 3a HEHaAJexKallee UCIOTHEHNE
AOGOHEHTOM 00s13aTeNIbCTB, MPEIYCMOTPEHHBIX J{0rOBOpOM, 3a HMCKIIOUEHUEM MPOCPOYKH HCIOIHEHUS
00513aTeNbCTB, NMperycMOoTpeHHbIX JloroBopoM. Pasmep mrpada ycranaBnuBaercst [loroBopom B BHJE
CYMMBI, OIIPEJIETICHHON B NIOpsAJIKE, ycTaHOBIEHHOM [IpaButensctBom Poccniickont @enepannn.

4.3. 3a kaxabplii Qakr HencnoigHeHHUss AOOHEHTOM 00s3aTelbCTB, MPETyCMOTPEHHBIX JloroBopom, 3a
UCKJTIOUYEHHEM MPOCPOUKH UCIIOJIHEHUS 0053aTeNbCTB, MPEAYCMOTPEHHBIX J[OrOBOpOM, yCTaHaBIMBAETCS
mrpad B pazmepe 1 000 pyOieii.

4.4. O0mas cymMmMa Ha4MCJICHHBIX MTPadoB 32 HEHAJIeKAaIIee UCToJHEeHHe AOOHEHTOM O0S3aTENbCTB,
IIPelyCMOTPEHHBIX /[oroBopoM, HE MOXKET NpEBBIIIATh LIeHy JloroBopa.

4.5. Tlens Hauucnsgercs 3a KaXIbli J€Hb NPOCPOYKH HCMoNHEeHUs OmneparopoM o00s3aTeNnbCTBa,
IIpelyCMOTPEHHOT0 J[0roBopoM, HaunHasi co JIHs, CJIEAYIOIIEro MOCie THA UCTEUYEHUsI YCTaHOBJIEHHOTO
JloroBOpoM cpoKa UCTIOTHEHUST 0053aTeNbCTBa, U ycTaHaBuBaeTcs JloroBopom B pazmepe 1/300 (oxHoM
TPEXCOTON) JIeHCTBYIOIIEH Ha JaTy YIUIaThl EHHU KIt04eBOiM craBku LleHTpansHoro 6anka Poccuiickoii
®enepanuu oT 1eHbl J[0roBopa, yMEHbIIEHHOW HAa CyMMY, MPOMOPIMOHAIbHYI0 00beMy 0053aTeNbCTB,
NPeyCMOTPEHHBIX J{oroBopoM M (hakTHUeCKH UCTIONHEHHBIX OnepaTopoMm.

4.6. llrtpadppl HaAUMCHAIOTCS 3a HEUCHOJHEHHE WJIM HEHaJulexallee ucnoiaHeHue Onepatopom
00513aTeNbCTB, NMPETyCMOTPEHHBIX JI0roBOpOM, 3a MCKIIOUEHHEM MPOCPOYKH HcnoiHeHus: OnepaTtopom
00s3aTeNbCTB (B TOM YHCIE TapaHTHIHOrO 00s3aTenbcTBa), MpeaycMOTpeHHbIX JloroBopoM. Pasmep



mTpada ycraHaBnuBaeTrcs JloroBopoMm B mopsake, ycTraHoBiieHHOM IIpaButenbcTBoM Poccuiickoit
®enepanyn. Pazmeps! mTpadoB yCcTaHABIMBAIOTCS HACTOSIIIUM J[0OTOBOPOM B CIIEIYIONIEM MOPSIKE:
4.6.1. 3a kaxnplii (pakT HEWCIOJHEHUS WM HEHAJUIeKaIero ucrnoyHeHus OmnepaTopoM 00s3aTeNIbCTB,
MPEIyCMOTPEHHBIX J[0rOBOpPOM, 32 MCKIIOYEHHUEM MPOCPOUYKH HCIIOJHEHHs 003aTelbCcTB (B TOM YHCIIE
rapaHTUITHOrO 00s3aTeNbCTBA), IpeaycMOoTpeHHbIX [loroBopom, ycranaBinuBaercs mrpad B pazmepe 10
Mpo1eHTOB 1eHbl JloroBopa (3Tamna).

4.6.2. 3a kKbl (aKT HEUCIIOTHEHUS WM HEHaJIexariero ucnoiHenuss OneparopoM 00s3aTenbCTBa,
IPeyCMOTPEHHOTO JIoroBOpOM, KOTOPOE HE UMEET CTOMMOCTHOTO BBIPAYKEHHS, yCTAaHABIMBACTCS ITpad
B pasmepe 1 000 pyoOuei.

4.7. OOmasi cymMMa HA4YUCJICHHBIX ITpadOB 3a HEUCIIOJHEHWE WM HEHAJICKAIICe HCIOIHEHUE
Omneparopom 00513aTeNbCTB, IPEIYCMOTPEHHBIX JJoroBopoM, HE MOXKET MpeBbIaTh IieHy JloroBopa.

4.8. Cropona [loroBopa ocBOOOXIaeTcsi OT YIUIaThl HEYCTOMKH (mTpada, MEeHH) €CIU JOKaKET, YTO
HEUCIIOJTHEHHE WJIM HEHaJyIeXkKallee MCIONHEHUE 00s3aTeNbCcTBa, NpeaycMoTpeHHoro JloroBopowm,
IIPOM30LLIO BCJIEACTBUE HEMTPEOJOJIMMON CUJIbI WK 110 BUHE Apyroii CTOpOHBI.

4.9. Oneparop He HECET OTBETCTBEHHOCTH 3a CoJiep)KaHue WH(OpMaIluU, TiepeiaBaeMoii AGOHEHTOM 10
CETSIM 3JIEKTPOCBS3H.

4.10. Bce cniopsl u pa3Horiacusi, KOTOpble MOT'YT BO3HUKHYTh M3 HacToAllero Jlorosopa win B CBSI3U C
HuM, CTOpPOHBI paCCMaTPUBAIOT MPEIBAPUTEIHHO B IPETEH3MOHHOM mopsiake. Cpok paccMOTpEHUs OTBETa
Ha MUCbMEHHYIO IpeTeH3uto — 30 (Tpuauarh) KaJeHIapHbIX THEH C MOMEHTA €€ IOJyUEHHUSI.

B cnyuae ecnu cmopsl M pasHOIJIacus HE YperyjiupoBaHbl B MPETEH3MOHHOM TMOPSAKE B CPOKH,
OTIpeJie/ICHHbIE B HACTOSIIEM IyHKTE, Kaxkaas u3 CTOpOH BIpaBe OOpaTHTBCS B APOUTPaXKHBINA Cy[
Kabapnuno-bankapckoit Peciy0nuku ¢ HCKOM 0 pa3pelieHuu cropa.

4.11. Ionnucanuem JloroBopa AGOHEHT MOATBEPHKAAET CBOE COTJIACHE CO BCEMHU €r0 YCIOBHUSIMU, JIA€T
coryacue Ha pa3MmeleHue ooopyaoBanus cBsa3u Oneparopa B moMenieHus X AGOHEHTa, a TakxKe TO, YTO J10
HEr0 B TMOHATHOH, JOCTymHOH (opMe W B TOJHOM OOBEME JOBEICHBI CBEIACHUS 00 OCHOBHBIX
MOTPEOUTENBCKUX CBOMCTBAX TMpenocTaBisieMbix OmneparopoM ycnyr, IEHbI/Tapudbl Ha YyCIyTH,
TapuUKanus COSAMHEHUH, MOPAIOK U CPOKU PACUETOB, MIPABUJIA U YCIOBHSI OKa3aHHS U UCIIOIb30BAHUS
ycnyr, uHbopMmanus 06 Oneparope, TeppUTOpHs 0OCITyKUBaHUS U WHAs HeoOXoauMasi nHbopMarus, B
T.4. npenycMorpeHHas 1. 17 IlpaBun oka3aHusi TeneMaTHUECKUX YCIYr CBsi3U (YTB. ITOCTAHOBJIEHHEM
ITpaButenscTBa PO Ne 2607 ot 31.12.2021) u . 16 IlpaBui oka3aHus yciayr CBA3M 0 Nepeaaye JaHHBIX
(yTB. nocranosienueM IIpaBurensctBa PO Ne 2606 ot 31.12.2021).

4.12. Bce u3MeHeHuUs U JONOJIHEHUs K HacToseMy JloroBopy AeiCTBUTENbHBI, €CITH OHU O(OPMIIEHBI B
NUCbMEHHOW (opMe u moanucanbl o0enMu CTOpOHaMH, 3a UCKIIOYEHHEM M3MEHEHHH M JOIMOJIHEHUH,
ocyiecTBiIsieMbIXx CTOPOHAMHU B OJJHOCTOPOHHEM MOPSJKE B COOTBETCTBUHU C HACTOAIMUM /[oroBopom ninu
3aKoHomarenscTBOM P®. M3meHeHuss W JONOJHEHUs K HacrosmeMy JloroBopy BHOCATCS IIyTEM
noanucanus JlonoJHUTENBHBIX COMIAIEHUH K HacTosmeMy Jlorosopy.

4.13. Baecenue u3MeHeHu B HacTosAuMil JloroBop B yacTu MU3MEHEHHUs MepeuHs Y CIIyTr MPOU3BOAUTCS
OmneparopoM M0 NHUCBMEHHOH 3asiBke AOOHEHTa, € 00s3aTeIbHBIM O(OPMIIEHHEM BIIOCIEACTBUU
cootBeTcTBYroIMX [Ipunoxkennii k HacTosmeMy Jlorosopy.

4.14. Hacrosiuuit JloroBop BCTyIaeT B CHIIy C JaThl ero nmojanucanuss CtopoHamu U aeiictByer mo 31
nexadpst 2026 r., a B 4acTU OIUIaThl YCIYT — IO BBIMIOJHEHUS JEHEXHBIX 00s3aTeIhCTB. Y CIOBUS
Hacrosiero JloroBopa pacnpoctpaHstoTcs Ha oTHomeHus: CTopoH, Bo3HukIue ¢ 1 suBaps 2026 r. Cpok
okazanus Ycuyr: ¢ 1 saBaps 2026 r. 1o gary, yka3aHHYIO B COTJIACHU Ha TMPEKpaIIeHHe OKa3aHHsl YCIIyT,
B cOOTBEeTCTBUU ¢ 1. 2.3.11 HacTosmero Jlorosopa.

4.15. JocpouHoe pacTop;keHue [[oroBopa nomyckaercs Mo COrialieHu0 CTOPOH, IO PENIEHUIO Cya, a B
cllyyae OJHOCTOPOHHEro oTka3za AOOHEHTa OT HcroyiHeHHs /[oroBopa B COOTBETCTBUU C I'PaXIaHCKUM
3aKOHOAATEIBCTBOM.

4.16. JloroBop cocraBieH B (opMe DIEKTPOHHOIO JOKYMEHTAa, IOJMMCAHHOIO YCHJICHHBIMH
KBJIN(DULIIUPOBAHHBIMU 3JIEKTPOHHBIMU MOANHUCSIMH CTOPOH.

5. Aapeca u cnoco0bI JOCTABKH PacuyeTHO-IIATeKHbIX JOKyMeHTOB (PII/l) u yBegomuenmii.
AOGoneHT cornamraercs moiay4darb ot Omepatopa PIIJ] (cuet, cuer-hakTypa, AKT BBHIIOTHEHHBIX paboT
(OKa3aHHBIX YCIYr) U THCbMEHHbIE YBEIOMJICHUS, MOJANUCAHHbIE YCUJIECHHOW KBaJIM(UIMPOBAHHOMN
AJIEKTPOHHOW MOJIUCHIO MO0 TEIEKOMMYHHUKAIIMOHHBIM KaHajlaM CBSI3U 4Y€pe3 orepaTopa 3JIEKTPOHHOIrO



noKymMeHTooOopoTa. [Ipu 3TOM, SJIEKTPOHHBIA MOKYMEHT, TOJIMUCAHHBIA SJEKTPOHHOW TMOAIHKCHIO,
MPU3HACTCS JTOKYMEHTOM, pAaBHO3HAYHBIM JOKYMEHTY Ha OyMaXHOM HOCHTENE, MOAMUCAHHOMY
COOCTBEHHOPYYHOM TOAIHKCHIO.

5.1. Cnoco6 moctaBku opuruHaios PI1J]

DIIEKTPOHHBIN TOKYMEHTOOOOPOT:
D AO «I1d» CKb Kontyp»

000 «Takckom»

AOOHEHT COTJIaCeH Ha MOJYyUYeHUE PACUCTHBIX JOKYMEHTOB 110 BEIOPAHHOMY MM CIIOCOOY JOCTaBKH.

5.2. Cioco6 oOMeHa MUCbMEHHBIMU YBEAOMJICHUSMH:

Hagnexamum yBenomiienuem CTOPOH CUMTAETCS JOCTABKA YBEJAOMJICHUW OJIHUM W3 CIEIYIOLIUX
croco6oB: DJIO, mo4YTOBOH CBSA3BIO WM KyphepoM, HAIpaBJICHHE HA aJpec SJIEKTPOHHOH TOYTHI,
yKa3aHHbIM B Pa3nene 7 Hacrosiuero Jlorosopa.

6. Bce Ilpunoxenusi, JlonoJHHUTENbHBIE COTJIAIIEHUS K HacrosimeMmy JloroBopy SBISIOTCS €ro
HEOTHEMJIEMOM YaCThIO.

7. Anpeca u pekBu3nThl CTOpPOH:

7.1. Oneparop: 7.2. AGoHeHT:

ITAO «PocTenexom» I'ocynapcTBenHOe 0101:KETHOE

FOpuauueckuii 191167, I.CAHKT- 001Ie00pazoBaTeLHOE YUPEeK/IeHHE

azpec: [IETEPBYPT, BH. TEP.T. "Kagerckas mikosaa-uHTepHar Ne 3"
MYHUIUIIA JIbHBIV MuHuCcTEpCTBA NPOCBEUICHUS M HAYKHU

OKPYT CMOJIbHUHCKOE, Kabapauno-baiakapckoii Pecy6nku
HAB. CUHOIICKAZL, 1. 14, HOpuaundeckuit 361202, Kabapauno-
JINTEPA A ajzpec: bankapckas PecnyGnuka,
WHH 7707049388 KIIIT 784201001 r.Tepex, yi. Danznesa,6
[TouroBsiii agpec: 361202, KabapauHo-
bankapckas Pecry6mmka,
r.Tepek, yi. ®an3uena,6

MHH 0716000940 KIIIT 070501001

Tenedon: 8-800-200-30-00
Caiir: WWW.rt.ru

Kabapauno-baakapckuii puamnan ITAO
bankoBCKME PEKBU3UTHI:

"Pocresiexom"

[ToutoBsii agpec: 360001, Kabapauno- Hammenopatme OKI Nel4 JOT'Y
Bankapckas PecryGima, OaHka: banka Poccu (Y®K no KEP)
ropo Hanbumk, npocrext BUK (BUK TO®K) 018327106
Kynuesa, nom 14 P/C (Kaznauetickuit 03224643830000000400

VHH 7707049388 KTIIT 616743001 cuer)

BaHKOBCKHE PEKBHIUTH: K/C (EKC TO®K) 40102810145370000070

HaunmenoBanue Kpacnonapckoe otaenenue Ne OKTMO 83635101001

GaHKa: 8619 ITAO C6epGaHK T. OKIIO 52508498
Kpacnonap OKB3/[| 85.14

BUK 040349602 OI'PH 1020701193710

p/c 40702810430020102244

K/c 30101810100000000602

OKIIO 17514186

OKBD/] 61.10

OI'PH 1027700198767



Omneparop

ITAO «Pocrtenekom»
Crapumii cenuaiucT

BepbOenena A.P.

(Tmomuch) (pacuidpoBKa HOAINCH)

AOOHEHT

N.o.mupextopa 'BOY «KIIN No3»

(moxmcs)

borateipes D.A.

(pacuudpoBKa HOAIUCH)



Bbiank 3akaza Ne 1

K IOrOBOPY 00 0Ka3aHNHU yCJIYT IOPHAHYECKOMY JHNY, (PMHAHCHPYEeMOMY M3 COOTBETCTBYIOIIEr0 OKKeTa

Ne ECII/1/28823/2026
CocraB 3aKa3a
Ne

1 chyra ((EI[I/IHaSI CETh NepeaavIn JaHHbIX»

Tun npoaykra JC

2 VYenyra «IIpenocTaBneHne 4acTHOM BUPTyalbHOU CETH»

Yeayra «kEquHas ceth Tun peiicTBus TIOJIKJTFOYCHHE D n3MeHeHue (k 6IaHKy 3akaza Ne | oT | |)
nepeaadm JaHHbIX»
JIunesoii cuet |
Cucrema oIIaThl |er JIUTHAS
Ne Anpec npenocraBienuss | TexHosorus Tapudusiit wian | Cxopocts | EnnnoBpemennsiii | Exxemecsanblit Crapt [Tnanupyemas
yCIyru ocryna 1o, M6/c IUIATEX M0 IUVIATEX [0 | TApUHKALUH ara
OCHOBHOH ycityre OCHOBHOH obecrieueHus
(6e3 HIC) yciyre (0e3 JOCTyTIa K
HIC) yciyre He
O3 /IHEe:
28823 |KabapauHo-bankapckas BOJIC EpnnHas cetb 100 - 7836,07 01.01.2026
Pecny6auka, Tepckuit nepegayv gaHHbix 100
paiioH, r. Tepek, yn.
®daH3uneBa, 6

Yceayra Tun neiictBus MIOAKITIOYEHUE D n3MeHeHue (k 6IaHKy 3akaza Ne | or | | )
«IIpenocraBienue
YaCTHOH BUPTYyaIbHOM
ceTu»
JIuueoii cuet |
Cucrema OIIaThl |er TUTHAS
Ne Agnpec npenocraBieHus | TexHosorus Tapuduslii man Ckopocts | EnnHOBpemenHsIit | EsxeMecsaHbIit Crapr ITnanupyemas
ycyru Joctyna 1o, M6/c IUIATEX 110 IUIATEeX 10 | Tapu(UKannK nara
OCHOBHOMH yciyre OCHOBHOM obecreueHust
(6e3 HAC) ycayre (6e3 JIOCTyIIa K
HIC) yciyre He
To3/THee!
28823 |KabapauHo-bankapckas BONC TapudHbIN nhaH 100 - 7032,79 01.01.2026 -
Pecny6nvKa, Tepckuii 85.2.100
paiioH, r. Tepek, yn.
®daH3ueBa, 6
Ot Onepartopa: Ot Adonenra:
ITonnuce TTonnuce
D.11.0. ONO0.
JlomKkHOCTD HomkHOCTH




[Ipunoxenue
K JIOTOBOPY 00 OKa3aHUU yCIIyT IOPUIAYECKOMY JIUITY,

(brHaHCUPYEMOMY U3 COOTBETCTBYIOLIETO OIOKETA,

TEXHUYECKOE 3AZTAHUE

Ha okazanue yciaye «Eounasa cemv nepedauu 0anHHbIX»,

YCIy2 nO nPedoCmagieHuIo YacmHO 6UPMYaibHOU cemu

TepMuHbL, onpeae/ieHUs: U COKPaIeHUsI
1.1. B mHacToflleM TEXHUYECKOM 3aJaHUU  HUCIIOJIb3YIOTCS

clIeayromue TCpMHUHBI, OIIPCACIICHNA 1 COKPAIICHUA!

Tepmun

Omnpenenenue

CE

Customer Edge Router, rpaHuuHOEe yCTpOWCTBO B JIOKaJbHON
BBIYHCIIUTENILHOM CETH 00BEKTOB 00pa30BaTeNIbHBIX OpraHU3alni,
UCIIONb3yeMoe IS MapIIpyTU3aluu Tpaduka U3 ceTH 00beKTa
o0pa3oBaTebHBIX OpraHu3anuii B ceTb Omneparopa ¥ 00partHO.
Haxomutcst mon ympaBlIeHHEM BBIICJICHHOTO IIOJpa3JeieHUs
Omneparopa.

CIR

Committed Information Rate — rapanTupoBaHHas mOIOCA
[POITyCKAHHs: TEXHOIOTUS IPESIOCTABICHHS KAHAIOB CBA3H, [PH
KOTOPOHM OCYIIECTBISICTCS IPHOPUTU3ALMSA KIMCHTCKOM IMOJIIOCHI
OpOITyCKaHHsl, W OOBEKTYy MPENOCTaBISICTCS TapaHTUPOBAHHASL
CKOPOCTH Iepeiaddl JAHHBIX IMPH JFOOBIX YCIOBHAX (TOJNBKO IS
CILyTHUKOBOU TEXHOJIOTHH).

DDoS-araka

Distributed Denial of Service, pacnpenencHHas araka Ha OTKa3 B
00CITy)KMBaHHUH, PA3HOBUIHOCTH aTaK Ha KOMIBIOTEPHBIE CHCTEMBI
U CETH CBSI3H, CBSI3aHHBIE C OOJIBIINM KOJHMYECTBOM 3aIlPOCOB (B
Bune [P-makeroB), mochutaeMbix ¢ Oousblioro koiudectsa |P-
agpecoB ceru «MHTepHeT» U HampaBieHHbIX Ha IP-ampeca
00opyaoBaHus 00pa30BaTENbHBIX OPTaHU3AIIHH.

ICMP

Internet Control Message Protocol - mporokon MexceTeBbIX
YIPaBJIAIONIUX COOOIIEHMIA.

IETF RFC

Hokyment (Request For Comments) pabodeid rpymmel o
WHXeHepHBIM TIpobiieMam cetn «aTepHET» (Internet Engineering
Task Force).

IP-cets OmnepaTopa

CereBas mH(ppactpykTypa Omneparopa W  INpHUBIEKAEMbIX
OmnepaTopoM CyOIOApSTIMKOB (COMCIONHUTENEH), COCTOSIIAs U3
pacriojokeHHbIX Ha y3nmax Ormepatopa W IPHUBIEKAEMBIX
OmneparopoM CyOMOIpsTYUKOB (COUCTIONHUTENEH), YCTPOMCTB,
o0ecrieunBaONINX B3aUMOJCHCTBHE 1O CEeTeBOMY MpoTokoiy IP
(crermuduxanus IETF RFC 791), mapmpyTr3aiiiio, KOMMYTAIIIO
u 00paboTky Tpaduka, COCOUHSIONIMX WX MAarUCTPaJbHBIX
KaHaJIOB M WHBIX CPEJICTB CBSI3H.

|P-mmaker

[Maker 3 yposus (OSI), MmapmpyTu3npyemMoro o nporoxoiy IP.

MIR

Maximum Information Rate — MakcuManpHas 1oJIOCa
HpOl’[yCKaHI/ISIZ TCXHOJIOTUA HpC}IOCTaBHeHI/I}I KaHaJIOB CBs3H, HpI/I
KOTOpOﬁ OHpCIlCJ'ICHHaH Corjalli€eHueEmM CTOpOH CKOpOCTI) nepeua‘m
JAaHHBIX SBJISICTCA MaAKCHUMAJIbLHO BOBMO)KHOfI, nu @aKTquCKaﬂ
CKOpOCTL nepeﬂaqn JAaHHBIX B Ka)KI[Hﬁ KOHKpGTHLIﬁ MOMCHT



http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Tepmun

Onpenenenue

BPEMCHU MOXET 3aBUCETh OT HArpy3KHM Ha CETh (TOJBKO JUIs
CIIyTHUKOBOH TEXHOJIOTHH).

MPLS

Multi Protocol Label Switching, TexHONTOTHS KOMMYyTAIHH
MIAKETOB C HCIIOJIb30BAHNEM METOK.

MPLS cets Omeparopa

Ioctpoennas mo texnomormun MPLS cereBas mHOpacTpyKTypa
Omneparopa u mpuBiekaeMbix OmnepaTopoM CyOIIOIPSITINKOB
(comcmonmHUTENECH), BKIFOYAIOIIAs OMOPHBIE MapmpyTu3aTopsl (P),
rpanmgnsle  MapmpyTtm3atopel  (PE), coemumsromme  ux
MarucTpajbHble KaHAIBI ¥ HHBIC CPEJICTBA CBS3H.

RIPE NCC Pernonansusrit EBponeiickuii Pernctpatop UuTEepHET anpecos.

SNMP Simple Network Management Protocol, mportokon cereBoro
YIIPaBIICHHUSL.

Asapust Henocrynnocts yciyr Oneparopa, BbI3BaHHAsE HEHCIPABHOCTHIO

000pyIOBaHUs, CETH, WHKCHEPHBIX CHCTEM M HHQPACTPYKTYPHI
Omneparopa wiu npuBiekaeMbix OnepaTopoMm CyOIOIPSTIUKOB
(coucnonmuuTenen), BKJIIOYAS HECaHKIIMOHUPOBAHHbBIC
HEOJIAroNPHTHBIC BO3ACHCTBHS HA YKa3aHHBIC OOBEKTHIL.

AnbTEpHATUBHBIN OmIepaTop

Omneparop CBSA3M, OOJAJAIOIIMA HEOOXOAMMBIMHU JIHIICH3USAMHU B
COOTBETCTBUHU C 3aKOHOHaTenbcTBOM Poccwuiickoit denepanun u
MIPEIOCTABIIAIOMNN KaHabl L2 u (Win) yCcIyTy nepenavyn JaHHBIX
mo kaHanaMm L2 B cooTBeTCTBUH ¢ 3aka3oM Ormeparopa

APM

ABTOMaTI/ISI/IpOBaHHOG pa60qee MECTO.

Bapuanus 3agepxkn

Jitter, OTKIIOHEHHE OT CpeTHETO 3HAYCHUS BPEMEHH ITPOXOXKICHUS
IP-rmakeToB MO y4yacTKy M3MEpeHHs OT Hepearolield CTOPOHBI K
TIPUEMHON CTOpPOHE

Bnagenen UC

OenepanbHBIA  OpraH  TOCYNAapCTBEHHOH  BIAcTH, OpraH
rOCyJapCTBEHHOW BHacTu cyObekTta Poccuiickoit ®Dexpeparum,
opraH MECTHOTO caMOyTIpaBJICHUs, oOpa3oBaTenpHas
OpraHu3alys, HHOe yupexxaeHue, Bianeromee MC.

Buemnue [Pv4 anpeca

Buemnue (my6nnunsie) [P agpeca u3 3apeructpupoBaHHOro B 6ase
nauHbix RIPE NCC IP anpecos 4 Bepcuu npotokosa IP.

BpemenHsIii 6embIil CITUCOK

[lepeuenb pecypcoB B cetu «MHTepHET», AOCTYyN K KOTOPHIM
paspemieH 1o 3ampocam IlorpebuTeneil W yHOIHOMOYEHHBIX
TOCYAAapCTBEHHBIX ~ OPraHOB B  TEYGHHE  ONPEJICIEHHOTO
HPOMEXYTKA BPEMEHH.

BOJIC

BonokonHo-onTHUECKas TMHUS CBS3H.

BUC

BuptyaneHas dacTHas ceTh, MOCTpoeHHas Ha 0a3ze MPLS certm
Omneparopa u mnpuBiIekaeMblx OnepaTtopoM CyOIoIpSIINKOB
(comncnionHuTeNEH), MyTeM OpPraHU3alUN BUPTYaJbHBIX KaHAIOB
MeXJly HOPTaMU Ha y3nax gocTyna cetd OnepaTopa, K KOTOPhIM
MOJKJIIOYEH  OOBEKT  00pa3oBaTeJIbHOH  OpraHM3alMu, W
obecrieunBaroniasl Tepegady pa3ludyHbIX THIIOB Tpaduka ¢
rapaHTHei mapaMeTpoB KauecTBa.

HoctynHocTs yeayru

OTHOmIEHNE BPEMEHH HAXOXIEHHUS OKa3blBAEMBIX YCIyT B
pabodeM cocTOSHMM K OOIIEH MPOJOJDKUTENHHOCTH HWHTEpBajia
HAOJIONEHNS, BBIPAXEHHOE B TMPOIEHTaX (AOCTYHHOCTh 3a
PpacUeTHBIN Meprox).

ECHA

OenepanbHas  TOCYZApCTBEHHAs HMH(OpMAIMOHHAS CHCTEMa
«EnmHas cuctema wuaeHTHGUKANIMKM W ayTeHTU(HUKAINHA B
nHdpacTpykrype, obecrieunBaromiei nH(popMannoHHO-
TEXHOJIOTHYECKOE B3aUMOJIEHCTBHE WH()OPMALMOHHBIX CHCTEM,
UCTIONB3YEMBIX JUISI  TPEJOCTaBICHHUS TOCYNApCTBEHHBIX U
MYHHUIMIAIBHBIX YCIYT B 3JIeKTpoHHOM opme» (ECHA)




Tepmun

Onpenenenue

ECIIJ

Buptyansnas wactHas cetsb (cetn) OmepaTopa, odecreunBaronmas
JIOCTYI COLMAIbHO-3HAUYMMBIX OOBEKTOB K HH(OPMALHOHHBIM
cHCTeMaM U K ceTH «HTepHeT», a Takxke nepenady JaHHBIX IPH
HPEeIOCTaBICHUH JOoCTyma
K MHGOPMALMOHHBIM CHCTEMaM H K ceTH «VIHTepHeT».

3amepxka

One-way delay, Bpemst mpoxoxxaenus [P-makeToB mo yd4acTky
U3MepeHusi B OJHY CTOpoHY (OT mepenaromeld CTOPOHBI K
npuemHoit). Onpenensiercs: cornacoBaHHbIME ¢ [loTpebutenem
METOJIaMH U TIPH HEOOXOAMMOCTH PACCUUTHIBAETCS KaK MOJOBUHA
BPEMEHHOTO MHTEpBaja MEXAYy MOMEHTOM  OTHpaBJICHUS
COOOIIIEHHUST «3aMpoC IXO0» IMepenaroliell CTOPOHOM U MOMEHTOM
IOy 4eHHS cooOmmeHus «OTKITHK IXO»
ot npuemHoii cropors! (PING nporokona ICMP).

Wnas texHOIOT U

TexHOJIOrHuH JIMHUH CBSA3H, OTJIHMYHBIC OT TEXHOJIOTUI BOJIOKOHHO-
OIITUYECKOW CBSI3W W CITyTHUKOBOW TeXHOJOTHH. Mcmons3yeres B
cllydae HEBO3MOXHOCTH ucnonb3oBanms BOJIC ¢ obecriedennemM
HaMOOIBIICH CKOPOCTH MOIKITIOUCHUS.

nuc

locynapcTBeHHas, MyHHIUIIAIbHAS WM MHAS WH(OOpPMALMOHHAS
CUCTEMa, KJIACC KPUIITO3aLIUTBl KOTOPOH COOTBETCTBYET KIIACCY
sanmtel ECIIZT u k KoTopo# mpegocTaBiseTcsl IOCTyN C
ucnoiabzoBanuem ECIT/I.

Kanan L2

Kanan cBs3u oT oObekTa 00pa30BaTENbHON OpraHW3aluu, 10
Touku npucoenunenus ECIT/L.

Knacc Tpaduka

HaGop TpebGoBaHmMil K 3KCIUyaTallMOHHBIM  IapaMeTpawm,
coomomgaemMpiM  OmepatopoM  @pu  Iepegade IO CeTH
MPUMCHUTCIIBHO KO BCEM IP-HaKeTaM, MpUHAJIC)KAIUM JTaHHOMY
THUILY.

Kommonenrt

Cocrasnsromast Y CIlyT CBSI3H, ONPEAEISIONIast OJJHy U3 OCHOBHBIX
MOTPEOHOCTEH, YJOBIETBOPSIEMBIX C IIOMOIIBIO OKAa3bIBAEMBIX
Yeayr.

KoaddummenT morepu nakeTon

MaxkcumainpHast noTeps  MaKeTOB —  OTHOLICHHEC O6H.[€FO
KOJIMYECTBA HEOOCTABJICHHBIX IIAKCTOB K 06LI.[€My KOJIMYCCTBY
NEPEAaHHbIX IMAaKETOB, BbIpaXXacMas B HNPOLCHTAX HNOTCPAHHBIX
ITIaKE€TOB.

Kod

KonrenrHas ¢punbTparus.

JInuHbIA KaOMHET

IMepconanbHas cTpanuna [yt [loTpeOureins, opraHu3oBaHHas Ha
pecypce caiita OmnepaTopa, JOCTYIl Ha KOTOPYIO OCYILIECTBIIACTCS
nyTeM ayTeHTHHUKammu ¢ ucnons3oBanneM ECHA ¢ moboro
YCTPOMCTBA, MOJKIIOYEHHOTO K ceTh «/HTepHeT».

MCD

MexceTeBoe IKpaHUPOBAHHE.

Hexenarensuerit MaTepHET-Tpad K

WnutepHer-Tpaduk, mocTymaromuid Ha o0OopynoBaHHE OOBEKTa
00pa3oBaTeNbHOM OpraHu3allii, HATHYHEe KOTOPOTO MOXKET OBITh
oOycnoBiaeno  HamumumeM  DDoS-atakm, mubo  apyrumu
He)XeJaTenbHbIMHU 11 [ToTpebuTens dpakTopamu.

OOBeKT CoBOKYITHOCTb TEXHUYECKUX CPEJCTB, CPEJCTB BBIUUCIUTENBHON
TEXHHUKA M TPOTPaMMHOTO OOECIeueHMs, PACIOJIOKEHHBIX MO
OJTHOMY aJIpecy.

[Taker ®dopmarupoBanHblid 010k MHGOpManMK, NeperaBaeMblii IO CETH
CBS3N, (YHKIMOHMPYIOIIEH  TOCPENCTBOM  TEXHOJOTHMH
KOMMYTAIUX TaKETOB.

A Ilepenaua naHHBIX.




Tepmun Omnpenenenue
[orpeburens [Monb3oBarens Ycimyramu csizu Ha OOBeEKTE.
IIopt Jlornueckuii nnrepdeiic BUC Ilorpeburens Ha y3max gocTyna

cetu Oneparopa.

TTocTostHHBIN OeJIbIi CIIMCOK

Ilepeuens pecypcoB B cetu «MHTepHET», AOCTym K KOTOPBHIM
paspemen mo 3ampocaM IloTpeOureneil W YHOITHOMOYEHHBIX
TOCYAapCTBEHHBIX OPTaHOB Ha ITOCTOSTHHOM OCHOBE.

[IponeHT NOTEPSIHHBIX MAKETOB

IP packet loss ratio, OTHOIIEHHWE pPa3HOCTH KOJHMIECTBA
OTIIPAaBICHHBIX B KOHEYHYIO TOYKYy yd4acTka wu3MepeHus [P-
MIAKETOB U KOJMYECTBA NPUHATHIX B 3TOM Touke [P-makeToB, k
KOJIMYECTBY OTIIPABIICHHBIX B KOHEYHYIO TOUKY [P-mmakeToB.

Cetp «HTEpHETY

WHdopmannoHHO-TeIeKOMMYHUKAMOHHAs ceTh «IHTEpHETY.

CHyTHHKOBaSI TCXHOJIOTHUA

OmvH #3 BHIOB KOCMHYECKOH paJMOCBS3HM, OCHOBAHHBIA Ha
HCTIONIb30BAaHUM B KauyeCTBE PETPAHCISITOPOB UCKYCCTBEHHBIX
CIIYTHUKOB 3eMJIU — CIICUATU3UPOBAHHBIX CITyTHUKOB CBSI3H.

Cron-¢axrop

IIpuznak coctossuus OObekTa, TMpPH KOTOPOM  OKazaHHE
NIPEAYCMOTPEHHBIX 3asBKOH YCIyr CBsI3U He TpeOyeTcs Mo He
3aBUCSIIKUM OT Oneparopa 00CTOSTENLCTBAM.

T3

Hacrosiee Texuuueckoe 3a7aHue.

Touxka npucoenunenus ECII/]

CpenctBa CBSI3M, BXOJMIIME B COCTaB CETH AJIEKTPOCBA3U
Omnepatopa, ¢ HOMOIIBI0 KOTOPBIX OCYILECTBIIACTCS HOAKIIOUYCHHE
u goctyn obpazoBatenbHol opranuzanuu k ECIT/.

H - b

Tpaduxk CoBokynHocTs [P-makeToB, mepeJaHHBIX IO CETH Ieperadu
JaHHBIX.

ooa Lentp 06paboTKM U XpaHEHUS TaHHBIX.

YepHblii criucok

[lepeuens pecypcoB B cetu «MHTepHET», IOCTym K KOTOPBIM
3abmokupoBan Ha ypoBHe K@ mo 3ampocam [lorpebuteneit u
YIHOJIHOMOYEHHBIX TOCYJapCTBEHHBIX OPTaHOB.

2. Oomme cBeaeHns
2.1. VCiyru cBsI3U OKa3bIBAKOTCS HEMPEPBIBHO, KPYTIOCYTOYHO U
€XEJIHEBHO B COOTBETCTBUH C YCJIOBUsAMH T3.
2.2. OxazaHue Y CiIyr CBSI3M OCYIIECTBIISCTCS B COOTBETCTBUHM C biaHkom
3aKas3a, SBJSIOIIMMCS HEOThbEMJIEMOW YacThio JloroBopa.
2.3. Tlepeuens Ycnyr CBSI3M BKIIIOUAET B CeO:

2.3.1. Ycayra «Eaunasi _ceTb__mepeaauyM JIaHHBIX» (Tiepenaya JaHHBIX TIpU

OCYIICCTBJICHNHU AOCTYIIa K T'OCYAapCTBCHHBIM, MYHUIIUIIAJIIbHBIM, WHBIM I/IH(l)OpMaI_II/IOHHBIM

cuctemam U k cetn «MaTepueT») (Komnonent «Ilepenaya 1aHHBIX») B COCTABE YCIYT:

— 3amuTa  JaHHBIX,  oOpa0aThiBaeMbIX U
NepeaBacMbIX TIPU  OCYIICCTBICHUHM JIOCTyNa K TOCYAapCTBEHHBIM,
MYHUITUTIATBHBIM, HWHBIM HHPOPMAIIMOHHBIM CHUCTEMaM H K CETH

«Uuteprer» (KoMmoHeHT «3aluTa JaHHBIX»);


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8

— o0ecrieyeHne  OrpaHWYeHUss  JOCTyma K
uHpopMarmu, pacrpocTpaHeHue koTopodt B Poccuiickoit denepanuu
3ampenieHo, 1 K uHopMaIuu, MPUYUHSIONECH Bpe 370POBbI0 U (WIIH)
pa3BuTHIO JeTel, coxaepxaiieiics B cetu «MuTepHer» (KommoneHT
«OrpanuveHnue 10CcTyna Kk mHpopManum»);

—MOHUTOPHUHT U obecriedeHrue 0e30MacHOCTU CBS3H MPHU
MPEAOCTABIECHNUN JOCTyNa K TOCYAapCTBEHHBIM, MyHULIMIAIbHBIM, HHBIM
uHbopMallMoHHbIM cucteMaM ©u K cetn «UuTtepuer» (KommoHneHT
«MOHUTOPHUHT H o0ecnieyeHHe 0€30MACHOCTH CBSI3N).

2.3.2. IIpexocrasjenue aocryna K veayre «EamHasi cerp meperadyu JTAHHBIX»

(npenoctasnenue ¢ ucnons3zoBanueM ECII/] noctyna k rocyapcTBEHHbIM, MyHULIUITAJIbHBIM,
MHBIM HH(OpMaLMOHHBIM cuctemMaM U K cetu «/HtepHeT» (KommonenT «IlpexocraBienne

AOCTYIAY).

2.3.3. Ycayra no_opraHu3anumu_kaHaja (opranusanuu moakitoueHus k ECIIJI)

(KomnoneHnT «Opranu3zamus kanajaa L2»).

2.3.4. Ycayra no npeocTaBJeHUI0 YACTHOI BUPTYAJIbHOM ceTH (Tiepeaayue JTaHHbIX

npu ocyinectBienuu goctyna k ECIT/T) (Kommonent «Ilepenaua nannnix L2»).

2.4. ECIIJI nomxHa ObITh OpraHM30BaHa MO MPUHIIMITY MOJTHOCBSI3HOM,
3AIIMILEHHON CETHU CBA3H, U30JIMPOBAHHOU OT ceTH «IHTEpHET» U ceTel IpyTrux
[0JIb30BaTENEeH Ha JIOTMUECKOM YPOBHE U MO KUBAIOIIEH 0OOMEH JaHHBIMU
(Tpadpuxom) uepe3 Touku npucoeannenuss ECII/I.

2.5. Jlns okazanus Ycnyr cBsi3u B coctaBe ECIIJ] opranuzyrorcst KaHasbl
nepenaun naHHbix U Touku npucoeauuenus ECIT/I.

2.6. OnepaTop oOecreuynBaeT NPUCOCAMHEHHE KaHajda CBSI3U MEXIY
obpazoBarenpHoi opranm3anueit u ECIIJ] B Toukax npucoenunenns ECIT/I.

2.7. He pomyckaeTcsi opraHmsaiysi KaHajOB CBSI3U, HCIOJIb3YIOLIUXCS
JUISL OKa3aHUsi YCIOyr CBsI3M 0Opa3oBaTENbHBIM OpraHu3alsM, 4Y€pe3 CeTh
«HTepHET”.

2.8. lna  oOpa3oBarenbHbIX opraHu3zammii B cocraBe  ECII]]
OpPraHU3yIOTCA CIEAYIOIINE OTACNIbHbIE BUPTYaJIbHBIE CETH, BKJIIOYasi, HO HE

OIrpaHUYIUBAsACH CIICAYIOIIUMU:



— Tepelauyd JaHHBIX OOpa30BaTENIbHBIX OpraHM3alUi MpU JOCTyNHe K
uH(GOPMAILIMOHHBIM CHCTEMaM U B ceTh « THTEepHET».
2.9. Tpaduk, npeaHasHAYCHHBIN U1 OTIACIBHBIX BUPTYAJIbHBIX CETEH,
HE JIOJKEH NepeMeInBaThCSL.
2.10. Onepatop o00s3aH  OKa3blBaThb YCIYyTH CBSI3M  JUIS
oOpa3oBaTeNbHONW OpraHM3aldu 0e3 orpaHudeHuss oObema Iepenadyu

(6e31MMUTHO).

2.11. [Tonxmrouenue Kanana L2 ot o6pa3zoBarenbHOM OpraHu3aiuu

Kk Touke npucoenunenust ECIIJ] npoBoautcsa cuinamu Oneparopa.

2.12. OmnepaTop OpenoCTaBIsIET W YCTAHABIMBAET ISl OOBEKTOB
AOoHeHTa, IIPUCOEIUHSAEMBIX (MOJIKJIFOYAEMBIX ) K ECIIA,
KPUITOMapILIPYTU3ATOPHI. YcraHoBka KpUITOMAapIIPyTU3aTOPOB

OCYILIECTBIISIETCS B TEJICKOMMYHUKAIIMOHHBIE ITKa(bl. B ciydae oTcyTCcTBUS Ha
o0BbeKTe 00pa30BaTENbHOW OpraHU3alMy TEJICKOMMYHUKAIIMOHHOTO IHIKada
OmnepaTop OCyIIECTBIISIET €T0 YCTaHOBKY.

2.13. Onepatop B TEUYEHHE BCETO CpOKa OKa3aHUS YCIYr CBS3H
oOecrieunBaeT 3a cBoi cyeT Hactpoilky CE s okazanus Ycayr csssm,
MpPeAyCMOTPEHHBIX J[OTOBOPOM, TEXHUYECKOE OOCITY>KUBAaHUE M PEMOHT
0o0OpyZIOBaHUsl, B TOM UYHCJIE KPHUITOMAPIIPYTHU3aTOPOB, YCTAHOBJIEHHBIX
OmneparopoMm B oOpazoBaTenbHOM opraHuzaiuu. [Ipu 3ToM CpokH U MOPSIOK
BBITIOJTHEHUS  PErVIAMEHTHBIX M PEMOHTHBIX pabOT  yCTaHABIUBAIOTCS

PernaMeHTOM TEXHUYECKOW MOIEPKKHU IMPU OKa3aHUM Y CIIYTH CBSI3H.

2.14. TpeGoBaHUA K cpeICTBAM MapUIPYTU3ALINH.

2.14.1. CpencTBa MapiipyTU3alliu JTOJDKHBI BBITOMHATh (PYHKITUU
Firewall u QoS, a Takxe JOJKHBI:

o0ecreynBaTh BO3MOKHOCTh MOHUTOPUHTA COCTOSTHUS 10 poTokosry SNMP;
MOJJIEPKUBATh CTAaTHYECKYK0 M JHWHAMHYECKYyr0 Mapmpytuzanuio IPv4 1o
nporokony BGPv4 (cnemudukarnus IETF RFC 1771);
obOnagaTh Mmexanuzmamu punprpaiuu Tpaduka no TCP/UDP nopram;
obecrieunBaTh MOJJEPKKY HE MeHee 3 (TpeX) KJIacCOB OOCTyKHMBaHMS Tpaduka
mozaenu DiffServ.

2.14.2. PexxuM paboThI CpeICTB MapLIpyTU3ALUH — KPYTJIOCY TOUHBIN



HEOOCTy)KHBaeMbIH, MO0 cxeMme 24 yaca B CyTKH, 7 JHEH B HEJIEIIO.

2.15. TpeboBaHUS K TEXHUYECKOU MOIJIEPKKE TP OKA3AHUU Y CIIVT

CBSI3M:

2.15.1. B nepuon okazanusa Yciyr cBsazu Oneparop o0si3aH OCYIIECTBIISATh
TeXHUYECKyt0 mnoanepxkky llorpedutenein (manee — TexHuueckas MOAJIEPKKA) MO
BOIIPOCAaM OKa3aHUs YCIOyr CBSI3M B COOTBETCTBUM C PeriaMeHToM TeXHUYECKOH
NONJEPKKA TPH  OKa3aHUM  YCIOYTH  CBSI3M, pa3MEIICHHbBIM Ha  caiTe

https://espd.wifi.rt.ru/contacts.

2.15.2. B menmax oka3zaHMS  JIONMOJHUTEIBHOM  KOHCYJIBTAIIMOHHOM
noanepxkku Ilorpedbureneld mo BompocaM, CBSI3aHHBIM C OKa3aHWEM Y CIyr CBS3H, a
TaKXKe B LIEAX 00eCIeYeH s BO3MOXKHOCTH YIIPABJIECHUS Y CIIyTaMU CBSI3H CO CTOPOHBI
[Totpebureneii, Omnepatop  ucnoiabdyer pecypc B cetn  «MHTepHeT
https://espd.wifi.rt.ru, pazmeniaer Ha HEM HHCTPYKUWU U AOTIOJIHUTENIbHBIE MATEPUAIbI
s [Totpebuteneit, a Takxke JIMIHBIN KaOUHET.

2.15.3. TexHuueckas NOJAEPKKa TOJHKHA OCYIIECTBIATHCS KPYTJIOCYTOYHO
Y €KEJIHEBHO B COOTBETCTBUH C PernaMeHToM TEXHUYECKOW MOIAEPKKU IPH OKa3aHUU
Ycnyru cBsi3u.

2.154. OO6partenus B TEXHUYECKYIO MOJAEPIKKY JOJIKHBI
PETUCTPUPOBATHCS MIOCPEJICTBOM CIEAYIOLUINX CIIOCOOOB:

— TI0 eAMHOMY OecTiaTHOMY KOHTakTHOMY HoMepy Tenedona 8 800-301-34-14,

— TIOCPEACTBOM OTHPABKHU COOOIIEHUM JIEKTPOHHON MOYTHI HA €AMHBIN TOYTOBBIM
sk espd@rt.ru;

— mocpeactBoM JImunoro kaduneta https://espd.wifi.rt.ru/cabinet;

—  aBTOMAaTHMYECKOE 3aBEJICHWE WHIMJICHTOB HAa OCHOBAaHUU COOBITHH,
MOJTyYEHHBIX B X0/1€ oka3zaHusi Komnonenta « MOHUTOpHHT U oOecriedeHre 6€30MacHOCTH
cBs3u» (DneMeHT « MOHUTOPUHT NMapaMeTpOB KAYECTBA MPEIOCTABISIEMBIX YCIIYT).

2.15.5. [Tpodunaktuyeckne pabOTHI:

1)  IIpu npoBeneHun MPOGUITAKTHYSCKUX PabOT OMYCKACTCS MEPEPhIB B OKa3aHUU
Ycenyr ces3u.

2) IlpoBeneHuwe yKa3aHHBIX BHAOB pabOT JODKHO OCYIIECTBISTHCS B Yachl
HavMeEHbIlIeH Harpy3Kku U MTHGOPMHUPOBAHUE MPEACTABUTENS 00pa30BaTEIbHON OpraHU3aliu

JOJDKHO OBITH MPOM3BEACHO 3apaHee HE MeHee 4eM 3a 3 paboumx IHS 10 Hadaia paboT mo


https://espd.wifi.rt.ru/contacts
mailto:espd@rt.ru

TeneOHy WU 3JIEKTPOHHOM MmovTe.
2.15.6. [IpropuTeTsl 1 BpeMsi BOCCTaHOBJICHUS pabOTOCIOCOOHOCTH Y CITyT
CBSI3H:
1) HeucnpaBHOCTH mMOApa3NeisAIOTCS Ha 4YEThIpe MPUOPUTETA II0
CTETIEHU CPOYHOCTH UX YCTPAHCHHUS:

1-v111 npuopumem — Kpumuunuwiii.

—  COMNpoBOXKJaemas yciiyra He JOCTyIHA (aBapusi);

2-o1l npuopumem — Bvicokuii:

—  (QUKCHPYIOTCSI TIEPHOAWYECKHE TIPEepBhIBAHUSA WJIH Jerpajganus (CHUKCHHE
CKOPOCTH OTHOCHUTEJIBHO 3asBJICHHOM) B paboTe YcCIyrn CBs3W B OJHOU
o0Opa30BaTeNIbHOM OpraHu3aluy;

3-1i npuopumem — Cpeonuii:

—  HapyIlIeHHE BCIIOMOTAaTeNbHOU (PYyHKIIMOHATBHOCTH Y CITYT CBSI3H;

—  3ampoc Ha o0CIy)KMBaHUE UM U3MEHEHHE HaCTPOEK;

—  3ampoc Ha U3MEeHeHHe KoH(Urypauu win GyHKIIMOHATFHOCTH Y CITYT CBA3H,

4-11 npuopumem — Hu3zxuii:

—  1pobisieMbl 0e3 yTpaThl CIOCOOHOCTH Y CIIYT CBS3H;

—  3ampochl MO OKa3aHUI0 WH(HOPMAIMOHHON TOACPKKH;

—  MpeAcTaBUTEN0 00pa30BaTENbHON OpraHu3aluu TpeOyeTcss KOHCYIbTAIHS.

[Toka3arenp Hopmatus BpeMeHu perieHus
Pexxum perucrpannu .
24 yaca 7 qHel B HENEIIO
oOpaIieHuit
10* gacoB pabouero Bpemenu (¢ 08:00 mo 18:00
Bpewmst pemenus MECTHOTO BPEMEHU 0 pabOUnM JHSIM) C MOMEHTA
MHIIUJICHTOB MEPBOTO perucTpanuu ooparieHusl.
MIPUOPUTETA B nHM npoBeeHust €MHOT0 rocy1apCTBEHHOTO
AK3aMEHa — KPYTJI0CYTOYHO
14* gacoB pabouero Bpemenu (¢ 08:00 mo 18:00
Bpewms pemenust MECTHOTO BPEMEHHU 10 pabOYUM JIHSIM) C MOMEHTa
HHIIMJICHTOB BTOPOTO perucTpanuu oopaiieHus.
MIPUOPUTETA B nHM npoBeneHust €AUHOTO rocy/1apCTBEHHOTO
AK3aMeHa — KPYTJI0CYTOYHO




[TokazaTenb Hopmatus BpemeHnu perieHus

Bpewms pemenus
20* gacos pabouero Bpemenu (c 08:00 mo 18:00
WHLUJEHTOB TPETHETO
MECTHOTO BPEMEHU IO padOYUM JHSIM).
IpUOpHUTETA

Bpewms pemenus
24* yaca pabouero Bpemenu (c 08:00 mo 18:00
MHIMIEHTOB YE€TBEPTOrO

MECTHOI'O BPEMEHHU 10 pabOYUM JIHSAM)
pUOpUTETA

*)  VYkazaHo BpeMs YCTpaHEHHsS HEUCIPABHOCTH, He TpeOyromee BbIe3fa.
JUis BOCCTaHOBJIEHUSI MAarucTpajbHOW KaOenbHONM MHPPACTPYKTYpPHI, padOT Ha Y3JI0BOM U
MarucTpajibHOM O00OpYJOBaHMM, 3aMEHbl OOOpYIOBAaHUSA/BOCCTAHOBICHHUS KaOeIbHON
uHppacTpykTypsl OnepaTopa W HHBIX pabOT, TpeOYIOIIMX Bbie3Aa B 0Opa3oBaTEIbHYIO
OpraHu3allii0, HOPMATUBHBIE CPOKH DPEIICHMS WHIUICHTA yBEIMYMBAIOTCA Ha 48 4acos.
VYkazaHo Bpems sl BOCCTAHOBHUTEIIbHBIX padOT HMH(pacTpykTypsl Omepartopa, 0e3 yuera
BPEMEHHU BOCCTAaHOBUTEIBHBIX PA0OT o00OpyAOBaHUS OOpa30BaTEIbHON OpraHHU3alNH,
UHOQPacTpyKTypsl HH(GOPMALMOHHBIX CHUCTEM, a TakXKe Haluyus o00pa3oBaTeIbHON
OpraHu3alliy B TPYAHOJOCTYITHOM HACEJICHHOM ITyHKTE.

s oOBEKTOB, pAacCHOJOKEHHBIX B TPYIHOJOCTYIHBIX HACEJIEHHBIX MYHKTax
(TpyAHOOOCTYIIHBI HACEJEHHBIA NYHKT - 3TO HACEJCHHbIM MYHKT, KOTOPBIM B CHITY
MOTOAHBIX, TPUPOIHBIX, TEXHOTEHHBIX U UHBIX 00CTOATENBCTB U (MJIM) OTCYTCTBUS 3JIEMEHTOB
UHQPPaCTPYKTYpPHI CTaHOBUTCS HEJOCTYTHBIM WIn TPYAHOJOCTUKUMBIM
JUISL TPAHCTIOPTHBIX CPEJICTB) CPOK PEIICHMS] MHIUACHTA IJii BOCCTAHOBJIEHUS KaOEIbHOU
unppactpykrypsl Ormepatopa, 3ameHbl oOopynoBanHusi Omneparopa ©W HMHBIX padoT,
TpeOyIOIMUX BbI€37]a HA OOBEKT, a TAKXKe JIJI1 BOCCTAHOBJICHUS MarucTpajbHON KaOeabHOMN
MH(DpPaCTPYKTYphl, padOT Ha Y3JI0BOM U MarucTpajibHOM 00OPY/I0BaHUU, YBETUUMBAETCS Ha 9
pabouux HEH.

B cnyuasix, ecnu nis pemieHus 3asiBKU TpeOyeTcsl JOMOJHUTeNIbHAs nHdopMalus oT

[ToTrpebuTens uam mpoBepka pabOTOCIIOCOOHOCTH C €ro CTOPOHBI, BpeMs MPOCTOSI HE

YUUTBHIBAETCSI, O MOJyUYEHHUS 3aMpOLIEHHONW HH(pOpMaLUK.

OtkiroueHus (nepepbiBbl), BbI3BaHHBIE 000 M3 MEPEYUCICHHBIX HMXKE MPUYUH, HE
KJIACCU(PUIUPYIOTCS KaK HEJOCTYTHOCTh WJIK HEUCTIPABHOCTh:

—  TpOBEACHWE IUIAHOBBIX MpoduiakTudeckux pabor (mamee —  IIIIP)



C yBelomiieHHeM AOOHEHTa B CPOK HE MEHee Tpex pabouux AHEH 10 BpEeMEHU
MIPOBEICHUS padoT;

pabota Ha o6opynoBanuu Onepatopa 1o 3amnpocy [lorpedburens;

TECTUpOBaHWEe Yciyr cBs3u 1o 3ampocy Ilorpeburtens B ciyyae, Korna
He ObUIO BBISIBIICHO HUKAKOM HEUCIIPaBHOCTHU WJIA HEJAOCTYITHOCTH;
HEUcCnpaBHOCTH Wi fAedekTsl 00opyaoBanus [loTpedureneii;

NepephiBbl B TMPEAOCTABICHUNM YCIYr CBS3W, BBI3BAHHBIC YMBIIUICHHBIMU
WJIM HEYMBIIUIEHHBIMU AeiicTBussMU [loTpeOurenei;

dopc-Maxkop, B TOM 4YHUCJIE ACHCTBUS, BIPAMYIO WJIA KOCBEHHO BIHSIOIIUE
Ha CPOKHM OpraHu3ainuu padbot wim coomogeHue OmnepaTopoM 00s3aTENbCTB B

pamkax T3.

3. CocraB Yciyr cBsizu

Oxazanue OHGp&TOpOM chyr CBA3HU COCTOUT U3 CIICAYIOIIUX KoMIoHEHTOB:

3.1. KomnoHeHT «I1IpenocraBieHue JTOCTYIIAY o0OecrieunBaeT

penocTaBiieHue AocTyna oopa3oBaTenbHbiM opranuzamusMm k ECIIJ] B coydae
ero orcyTcTBus (najiee — [IpemocraBiienne gocryna).

3.2. Kowmmnonent «Ilepenaya qaHHbIX» oOecrieunBaeT nepenady AaHHbIX

IIPU OCYILECTBJIEHUN JOCTyNa K IOCYAapCTBEHHBIM, MYHHMIMIAIBHBIM, HHBIM
uH(popMaMoHHBIM cucTemMaM U K cetu «HurtepHer» (nanee — Ilepemauya
JTaHHBIX)
B COCTaBE:

— KomnoneHT «3ammra AaHHBIX» OOCCIEYMBACT 3alUTy JaHHBIX,

oOpabaTblBaéMbIX M MEpeJaBaeMbIX IPU  OCYIIECTBICHMHM JOCTyNa K
roCy/IapCTBEHHBIM, MYHHUIIUMAIBGHBIM U UHBIM HH(QOPMAIMOHHBIM CHUCTEMaM, a
Takxe k cetn «MHTepHeT ([lanee - 3ammTa q1aHHBIX) (B ONPEICICHHBIX CIIy4asx
BO3MOKHO OKazaHue yciyr 6e3 Komnonenra «3amura JaHHbIX»);

— KomnoHeHT ((OFDaHI/I‘leHI/Ie JOCTVYIIa K I/IHd)ODMaL[I/II/I»

obecrieynBaeT orpaHUYEHUE JI0CTyIa K UHGOPMAIUU, pacpoCTpaHEHUE KOTOPOH
B Poccuiickoit ®enepanuu 3amnpemieHo, U K HHGOpMAIMK, HAHOCAIICH Bpe.
3710pOBBI0 M Pa3BUTUIO JI€TeH, conepikaiieiics B cetn «MHTepHET» (nanee —

OrpanuyeHue 10cTyna K HHGOPMAIUH);



— KomnonenTt « MOHUTOPUHT U obecneyeHrue 0e30HaCHOCTH CBSA3H)

o0OecrieynBaeT MOHUTOPUMHI U oOecrieueHue ©O€30MacHOCTH CBA3U  MpU
MPEJOCTaBICHUN JIOCTyNa K TOCYJapCTBEHHBIM, MYHUIMNAIbHBIM WM HHBIM
uH(OPMAIIMOHHBIM CcHCTeMaM, a Takke K cetn «Matepuer» (Hanee —
MOHHUTOPHHT U o0ecrieueHre 0e30MaCHOCTH CBSI3H).

3.3. KomnoHeHT «Opraauszanms kaHata  L2» obOecrieunBaceT

OpraHM3aIlMI0 KaHajla CBS3M, BKJIIOYAsh €ro CO3JaHUE WM MOJICPHHU3AIMIO B
CJIydyae BO3MOKHOCTH YJIYUIIEHUS TapaMETPOB KaHalla CBSI3U B COOTBETCTBUU C
T3 ¢ nensto noaxmouenus k ECITJ (anee — Opranm3anus kanama L2).

3.4. Kommnonent «llepenaya manablx L2» obOecrnieumBaeT Tmepemady

JAHHBIX MEXAy oObeKTamMHu oOpa3oBaTenbHbix opranu3anuii u ECITJ] (Hanee —
Ilepenaua nannbix L2).

4. TpeOoBanusi K Ycjayram cBsi3u
4.1. Yenyru cBSI3M  JIOJDKHBI  MPEACTABISTH COOOM  COBOKYIHOCTH

KOMIIOHEHTOB ¢ BO3MOXHOCTHIO X KOMOMHAIMM U u3MeHeHu. OCHOBHBIMU

MpUHIIMIIAMU 0OecTieueHusl Y CIIyT CBSA3U JOJIKHBI SIBISTHCS YHUBEPCAIBLHOCTD,
YIPABISIEMOCTh
U MacIITabupyemMoCTb.

4.2. VYrupasiaeuue Yciyramu CBS3H.

Oneparop JOJDKEH OCYIIECTBISATh YIPABICHUE HW3MEHECHHSIMHU, KOTOPBIE MOTYT
BKJIFOYATh U3MEHEHHUS [1apaMeTpoB Y CIIyT CBSI3U:
— uHrepgeiicel o0opynoBanusi Touek npucoequnenuss ECII, k koTopomy
noaxiarouaerca Kanan L2;
— tonojiorust ECIT/I;
— IP-anpeca u noaceru;
— IIPOTOKOJIBI MAapIIPyTHU3aLNN;
— npo@uiId MOPTOB JOCTYIIA;
— TMpPOMYyCKHasi  CIMOCOOHOCTh  Nepenayud  Tpauka  pa3HbIX  THUIIOB
M0 TMPENOCTABIAEMbIM KaHajllaM CBSI3U JJisi 00pa30BaTeIbHOW OpraHu3aluen
B 30HE OTBETCTBEHHOCTH OniepaTopa;
— mapaMeTpsl KadecTBa mnepenaun [P-makeroB u Ethernet-kampom s

o0pa3oBaTenpHON OpraHu3aIiy B 30HE OTBETCTBEHHOCTH Onieparopa;



— mapaMeTpsl KadectBa mnepenauu |IP-makeroB s oOpa3zoBarenbHOM

opraHu3anuvn B 30HC OTBECTCTBCHHOCTHU OnepaTopa;

— IIPHOCTAHOBJICHUC UJIN BO300HOBJICHUE OKa3aHMS YCJIYF CBiA3H,
— IIPCKPAIICHHUC OKA3aHUA chyr CBi3H,

— WHBIE corjacoBaHHble AOoHeHTOM M OnepaTopoM MapaMeTpbl Y CIyr

CBJ3H.

1)
2)

3)

4)

5)

6)
7)
5.2.

5. Tpeb6oBanus k Komnonenram
5.1. Yeayru cBsi3M JOJDKHBI IPENCTaBIATH COOOM HAOOp ClEIyOIIUX
KOMITOHEHTOB M 3JIEMEHTOB:

Kommouent «lIpenocrasieHue J0CTYIIaY.

KoMIoHEHT «llepepaya JaHHBIX):

e OnemeHt «llepenaua mannpix B BUC ¢ 3amaHHBIMH mapameTpamu
Ka4eCTBay;
e OnemeHT «llepenaya nanHpIX B ceTh «HTEpHET».

KommoneHT «3ammra 1aHHBIX) .

L DeMeHT <<KpI/IHTOFpa(1)I/I‘{€CKaH 3aliuTa KaHaJIOB CBA3HN).

Komnonent «OrpaHnyeHne JocTyna K MHGOPMAaIIANy :

e DOneMeHT «KoHTeHTHas (GUIbTpaIus.

KommoHeHT « MOHUTOPHUHT U 00eceyeHrne 0€30IMaCHOCTH CBA3U».

e DjeMeHT «MOHMTOPUHI TIApaMETPOB KadyeCTBa IMPEIOCTABISAEMBIX
YCIyT»;

e DyeMeHT «3amuTta oT DDoS-atak»;

e DjneMeHT «MeXCeTeBOe IKPAHUPOBAHUEY.

Komnouent «Opranmsanus kagaia [L2).

Kommounent «llepemaya manapix 2.

Komnonent «IlpegocraBiienne gocTynay.

Kommonent ((HpGJIOCTaBJ'IeHI/Ie AOCTyIIa» OOJDKCH  ABJIATHCA  YHUBCPCAJIbBHBIM,

YIIPaBJISICMbIM U MaCH_ITa6I/IpyeMI>IM.

5.2.1. TpeboBanus k apxurekrype Kommounenra «lIpemocraBieHue

AOCTYyIIa».

Apxutektypa Komnonenra «IIpegocraBnenue noctynay npuseaeHa Ha PucyHnok 1.



30 NoTpeburtena

. Kommyratop

AocTyna
Hpunto
mapupyiaop.

..................... UcnonHutenn B CybbeKkre P_dJ

E

KommyTatop

Hpunto poctyna
MapuIpyTHSOp. !

CeTb

Touxu

Mpucoedurenus |

30 Ucnonuutena

ECNA
{IP MPLS Ucnonuurens)

Npumeyanun:

BYC-BMpTyancHaA YacTHaA ceTb;
ECM/-eauHan ceTb NepeAaun AaHHbIX;
WC-MHbOopMaLMOHHaR cucTeEMa;
NBC-fIOKanNbHO BbIYMUCAUTENBHAA CETh;
LoA-LieHTp 06paboTki AaHHbIX

et )
.

Pucynok 1 Apxutextypa Komnonenta "l[Ipenocrasnenue gocrymna"

5.2.2. Texauueckue

«IIpegocTaBiacHUE JOCTYIAY.

CpcacCTBa

pcajin3ann

KommioHeHTa

Ycenyr

[Tonxmouenne Kanama L2 x Touke npucoenunenuss ECIII k Touke

npucoenunenus ECIIJL ocymecTBisieTcst B COOTBETCTBUU ¢ TpeboBanusmu T3.

5.2.3. Yupasnenue Kommnonentom «lIpemocTaBieHue JTOCTYIIA.

OnepaTop HOJDKCH OCYIICCTBJLATL YIIPABICHHUC HN3MCHCHUAMH, KOTOPBIC MOI'YT

BKJIFOYAaTh UIBMCHCHHS ITapaMETPOB OKAa3aHUA Vcnyr CBiA3HU:

— unTepdeiic Ha obopynoBanuu Oneparopa, K KOTOPOMY MOJKITIOYACTCS

Kanan L2;

tononorust ECIII;

IP-anpeca u oaceru;
MIPOTOKOJIBI MAPUIPYTHU3ALINH;

MpoQ I TOPTOB IOCTYTIA;

— IPOITYCKHAsI

CIIOCOOHOCTH

nepeadn

Tpaduka  pa3HBIX

THUIIOB

Mo IpcaOCTaBIIICMbIM KaHaJlaM CBAA3H IJIA O6p8,30BaTCJ'IBHBIX opraHnsauHﬁ B 30HC

oTBeTcTBEHHOCTH Orneparopa;

— napaMeTpbl KauectBa mnepeaaun [P-makeroB u Ethernet kanpoB s



O6p8,30BaTCJIBHBIX OpFaHI/IBaHI/Iﬁ B 30HC OTBETCTBEHHOCTH OnepaTopa;
- IMPUOCTAHOBJICHUC HUJIN BO300HOBJICHHE OKa3aHMS chyr 1 CBA3H.

5.2.4. TpeboBaHMsI K  JOIOJHUTEILHOMY  (DVHKIIMOHATY W COIPSHKEHUIO

CO CMEXXHBIMU CUCTEMaMMU.

1) KoMItoHeHT 0JKeH UMETh BO3MOKHOCTh PACHIUPATh (YYHKIIHOHAT
MOCPEJICTBOM TOJIKJIIOUeHHUS] K HMHQOPMALIMOHHBIM pecypcaM U cucTemam, 0e3
CHW)KCHHUSI YPOBHS HWH(MOPMAIIMOHHONW O€30MacHOCTH, €MKOCTH YCIYT CBSI3H
Y TIPOU3BOJIUTEIIBHOCTH.

2) K cMexxHbIM cucTeMaM OTHOCSATCS:

—  ceTb «/HTEpHETY;

—  HOJ Onepatopa u/vunu Bnagensues MC.

5.2.5. Kommnonent «IIpenocraBienue moCTyna» JOJDKEH OOECIeunuThb
COBOKYIIHYIO TPOMYCKHYIO CIOCOOHOCTh M3 pacuera HEOOXOJAUMOCTH
obOecrieueHus IS KaXKIOTO MOJKIIOYaeMOro oOBeKTa 00pa3oBaTebHON
OpraHu3allii, B COOTBETCTBUU C 3asBKaMHM CJICIYIOIINX [MapaMETPOB:

—  HaxXoJAIIHecs B TOPOJCKUX ToceneHusix — He MeHee 100 (cra) MOut/c mo
HAIPaBJICHUIO «OT»/«K» 00pa30BaTEIHLHOM OpraHU3alIiy;

—  HaXOJAIIHUECs B CENbCKUX MoceieHusax — He MeHee 50 (maruaecsatu) Mout/c mno
HAIPaBJICHUIO «OT»/«K» 00pa30BaTEIHLHOM OpPraHU3aIiy;

—  HaxXoIdIIHUecs B TPYIHOAOCTYIMHBIX HACEICHHBIX IMYyHKTaX, MOIKIIOUYEHHBIC IO
CIyTHUKOBBIM KaHajaM CBs3M — He MeHee | (ogHoro) MOUT/C Mo HanpaBiIeHUIO
«OT»/«K» 00pa30BaTEIBHON OpTraHU3aIIH.

JI1s1 00beKTOB 00pa3oBaTEIbHBIX OPTaHU3ALIMM, TOKIFOYEHHBIX 110 CITy THUKOBOM

WM WHOW TEXHOJOTHUHU, OTIMYHOM OT BOJIOKOHHO-ONTUYECKOW JIMHUHM CBSI3H, JOMYCKAETCS
ACUMMETPUYHOCTh KaHaJIa CBSI3H.

5.2.6. Komnonent «IIpenocraBiieHue I0CTymna» JOJDKEH OOecIreurnBaTh

noctyn K cetu «VHTEepHET» W BO3MOXHOCTH JOCTyna oOpa3oBaTeIbHOU

opranuzanuu kK UC B coorBeTcTBUM C TpeboBaHus MU T3.

5.2.7. Haznauenne KomnonenTa «lIpenocraBiieHue JO0CTYIAY.

Kommonent  Yenyr  cBsasu  «llpemocraBnenne — pmoctyma» — OpeaHa3HAYEH
JUISl OpTaHU3aIMK TTOAKIIOUeHUsT oOpa3zoBaresibHOM opranu3anuu yepe3 Kanan L2 k Toukam

npucoenuaenust ECIT/.



5.2.8. TpeboBauue k Komnonenty «lIpenocraBiieHre 1OCTYIIAY:

1) ECII[] nomkHa MpeacTaBisiTh COOOM BBIICICHHYIO CETh, TOCTPOCHHYIO
Ha oOopyaoBanuu OrmnepaTopa M HCHOIB3YIOUIYI0 COOCTBEHHBIE KaHaJbl CBS3U
Omneparopa, HCKITIOYAIONIY0 OpraHU3alHI0 KaHAJIOB MOBEPX ceTh «THTEepHET».

2) ECIIJI nomkHa OBITH TIOCTPOSHA C HCIIOJIb30BAHUEM TEXHOJIOTHH
MHOTOIIPOTOKOJIbHOM KoMMyTanuu 1o Merkam IP/MPLS u umerb BO3MOXHOCTB
obecrieuenus cepsucon L2/1.3 MPLS VPN.

3) ECIIJI momkHa MOJJACpPKHBATh CTAaTHUYSCKYI0 M JUHAMHYCCKYIO
MapiipyTu3zanuio o nporokory BGPv4 (cnenuduxanus [ETF RFC 1771).

4) Onepatop IOKEH NPEIOCTABHTH MApIIPYTH3UPYEMYI BHPTYaIbHYIO
JaCTHYIO ceTh 3-T0 ypoBHs coryacHo kinaccupuranuu ['OCT P UCO/MOK 7498-1-
99, npu 5TOM yKazaHHasi C€Th JOJKHA OOecreuuBaTh nepeaady MH(popmauu mo
npotokosry IP cormacho cnemuduxkanuu IETF RFC 791 u obGecneuuBaTh
MPOXOXKJIeHne Mexay uHtepdeiicamu nocrymna odopynosanusi [lorpedureneii IP-
nakeTtoB pazmepoM o 1514 Gaiit BkmountensHo (MTU) 6e3 ux ¢pparMmeHTanmm.

5) ECIIJl momkHa IO3BOJISATH CO3MaHHE HECKOJIbKO BbIAcIeHHBIX BUC,
KXl U3 KOTOPBIX U30JUPOBAH APYT OT JIPyTa HA JIOTUYECKOM YPOBHE.

6) ECIIJI nomkHa HMMETh BO3MOXHOCTh OpPraHM30BaTh, KaK MHUHUMYM,
cnenyromue BUC:

— BUYC TS B3aIMOJIENCTBUSI MEXKITY o0Opa3zoBaTeIbLHBIMU
OpraHu3alysIMu
Y LEHTPAIM30BaHHOTO J0CTyIa B ceThb «IHTEpHET», a TakKe ¢ BO3MOKHOCTBIO
nocrymna k UC.

5.2.9. TpeboBaHUs K TOIIOJOTHH CETH:

1) ECITJI momkHa 00J7a1aTh BO3MOXKHOCTBIO OPTaHH3AlUHU  CJICIYIOIINX
tumoB cBa3en it BUC:
— «kaxapii ¢ kKaxaeiM» (Full mesh) — mexxny mro6o# napoii CE maket
MPOXOJIUT IO ONTUMAIILHOMY C TOUKH 3peHus cetu OnepaTopa MapuipyTy;
— «3BE3/1a» WK «4acTu4Has cBsi3HOCTHY (hub & spoke) — peanuzyercs
CBSI3HOCTh TAaKMM 00pa30M, 4TO Y3JIbl CETH, OIIpe/ieJICHHbIE Kak spoke moyyaror
MapuIpyTHY0 uHGOpMaIKio Tojbko oT hub, hub momydaer mapupyTsl OT Beex

spoke. D10 o3HavaeT, yTO TpaduK OT Spoke MOKET OBITh HANIPABJICH TOJHKO B



ctopony hub. [Tocne monyuenust u 06padotku Tpaduka hub MoxkeT HanpaBISITh
Tpaduk Ha npyroi spoke, TemM cambim 3ambikas Bech Tpaduk B BUC Ha cels;
3a7a4d MapuipyTusanuu Tpaduka, mpoxopsmiero yepes hub, Geper Ha cels
AOOHEHT;

= «TPOU3BOJBLHAS CBSI3HOCTH» — JPYTrU€ BapUAHTHI TOIOJIOTHH
BUPTYaJIbHON YaCTHOM CETH, HEOOXOAMMbIe AOOHEHTY; IJIsl pealu3aluy JaHHOTO
BapHaHTa B KaXJOM KOHKPETHOM CiIydae pa3pabaThiBaeTCs cXeMa OpraHu3aluu
YCIIYTH.

5.2.10. OO0nwe npuHIUILEL GOPMUPOBAHUS AJIPECHOTO IMPOCTPAHCTBA.:

1) ®opmupoBanme aapecHoro mnpoctpanctBa B ECIII momxna
OCHOBBIBaThCs Ha pekoMmeHaanusx gokyMenta RFC 1918 «Address Allocation for
Private Internets» (pacmpenenenue aapecoB B 4YacTHbIX [P-ceTsix), a Taxxke
nokHO yunThiBaTh pekomennmanu RFC 6890 «Special-Purpose IP Address
Registries».

2) B BUC ECIIJI nomKkHBI HCIOJB30BaThCS CETH Kiacca A W3
JMana3oHa, pa3pelieHHoro K npuMeHeHuto B yacTHbIX [P-cetsix 10.0.0.0/8.

3) Kpome OCHOBHOTO aJpecHOr0 MPOCTPAHCTBA, B BUJC MCKIIOYCHUS,
MOTYT HMCIOJb30BaThCS JIOMOJHUTENBHO nauana3oHbl [P-cerel M oTaenbHBIX
aZpecoB.

4) TpaHcusius  CETEBBIX  aPpecOB B  PEXKUME «OJMH K  MHOTHUM»
npu B3auMojiecTBuu Mexnay llotpeOurtensmu aomxkHA OTCYTCTBOBaTh. llepecedeHue
aJpECHBIX TPOCTPAHCTB HCKIIOYAETCS  HMCIOJB30BAaHUEM JISTUTUMHBIX  (BBIJIAHHBIX
HEeHTpann30BaHHO OnepaTopoM) aJpeCHbIX MyJI0B.

5.2.11. TpeboBaHU K KAUECTBY OOCIV)KUBAHUS:

1) ECIIJI mokHa TpeAOCTaBIATh KaKk MHHAMYM 3 Kjacca KadecTBa
obciyxuBanus Tpaduka moaenu DiffServ.
2) B pamkax momenu c¢ 3 kiiaccamu OOCITyXKWUBaHUS TIPU TIeperade
tpaduka mexay [lorpedurensmu ECIIJ] nomkHa noanep uBath:
—  Kiuacc 1 — tpaduk npunoxxkeHuii peanbHOro BpeMeHH (T0J10C, BUIEO), KPUTUYHBIH
K [IOTEePSIM MAKETOB, 3a/IePKKaM M KOJICOAHUAM 3a/I€PIKKH;
—  Kiacc 2 — tpaduk xKopnopaTUBHBIX HH(POPMALMOHHBIX CHUCTEM, KPUTHYHBIA K

3aJiepKKaM U TIOTEPSIM;



—  Kuace 3 — tpaduk, HekpuTHUHBIH K 3aepKkaM («THTepHeT», pa3InyHbIE CETEBbIE
CILY’KOBI).
3) Knaccudukanus tpaduka I0JDKHA OCYIIECTBISATHCS IS KaXKIOTO
IP-nakera B otrmenbHOCTH, mnepenaBaemoro B IP/MPLS cerb Omnepatopa, B
COOTBETCTBHU

co 3HaueHueMm ero nosst DSCP, kak ykazaHo B clieyromiei Tabiuiie:

Tun Tpaduka 3nauenue DSCP 3aronoBka

Knacc 1 CS4

Kiacc 2 AF21

Kiacc 3 Default (;1r00b1e 3HaYeHUS, OTIUYHBIC OT KJ1accoB 1 u 2)
[Ipumeuanus:

— [Tpu nepenaue nanuwix yepe3 [IP/MPLS cetr Oneparopa 3arosioBku
IP-makeToB MEHSTHCS HE JIOJKHBI.

- [Ipu npesbiennn Tpadgukom Kiacca 1 nponmyckHo# criocoOHOCTH,
yCTaHOBJEHHOM Ha mopTy ans Kiacca 1, momkeH npousBoauThes cOpoc
IP-maketoB ¢ kauectBom Kiacca 3; mpu mpeBbiiienun Tpaduxom Kiacca 2
IIPOITYCKHOM CITIOCOOHOCTH, YCTaHOBJIEHHOW Ha nopty aist Kiacca 2, — copoc IP-
naketoB ¢ kadectBoM Kiacca 3; mpu mpeBwimenun Ttpaduxom Kiacca 3
MPOITYCKHOM cTOCOOHOCTH nopTa — cOpoc IP-nakeToB.

5.3. Kommnonent «Ilepenaua 1aHHBIX»

5.3.1. TpeboBanus k apxutekrype Komnonenra «Ilepemaua nanHbIX».
ApXUTEKTypa Komrmonenra «Ilepenaua JAaHHBIX» IpUBEACHA

Ha PucyHok 2.
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L0A4-LeHTp 06paboTku gaHHbIX

Pucynok 2 Apxutektypa Kommnonenra «Ilepenada TaHHBIX).
5.3.2. DnemeHT «ITepenaua JAHHBIX B BUC

C 3aJJaHHBIMM TIapaMeTpaMu KadecTBa» (aajee — Juement I1JI B BUC).

5.3.2.1. Hasznauenue Dnementa [1J1 B BUC.
Onement 111 B BUC npennaznauen ais nepenayu AaHHbeix nocpeactsoM ECIT npu

OCYILIECTBJIICHUU JOCTYIa 00pa3oBaTesibHbIX opranu3anuii k UC.

5.3.2.2. TpeboBaHUA K NPOITYCKHOW CITOCOOHOCTH.

[Iponycknas crmocobHocth kaHanma oT C30 mgo Toukm npucoemnmHenus k ECIIJI
ompeeseTcsl B COOTBETCTBUU ¢ biiaHkom 3akasa.

5.3.2.3. TpeboBaHUS K KAYECTBY OOCITVKUBAHUS.

1) Dnemenrt I1]] 8 BUC nomkeH mpeaocTaBisTh Kak MUHUMYM 3 Kilacca
KadecTBa oociyxuBaHus Tpaduka moaenu DiffServ.
2) B pamkax momenu ¢ 3 KiaccamMu OOCIY)KHBaHHs MPH Tepeaade
Tpaduka g5 oopazoBatenbHol opranuzanuu ECI/] qomkHa moaaepxuBath:
—  Kiuacc 1 — tpaduk npunoxxeHuit peanbHOro BpeMeHH (roJ10¢, BUIEO), KPUTUYHBIH
K IMOTEPSIM TTAKETOB, 33JIePKKaM U KOJICOAHUSIM 3aJIePKKH;
— Kinacc 2 — tpaduk xopnopaTUBHBIX HH(POPMALMOHHBIX CHUCTEM, KPUTHYHBIA K
3aJiepKKaM U TTOTEPSIM;
—  Kuace 3 — tpaduk, HekpuTHUHBIN K 3aepKKaM («THTepHeT», pa3InuHbIE CETEBbIE
CITy>KOBI).
3) Knaccudukaius tpaduka T0HKHA OCYHISCTBIATHCS IS KaXKI0TO

IP-makera B otamenbHOCTH, TnepenaBaemoro B IP/MPLS cerp Omepatopa, B



COOTBETCTBUH

co 3HaueHneMm ero nojst DSCP, kak ykazaHo B cieayromiel Tadiuiie:

Tun tpaduka | 3nauenne DSCP 3aronoska

Knacc 1 CS4

Kiace 2 AF21

Kmacc 3 Default (;r00b1e 3HaYEHUS, OTIWYHBIC OT KJ1accoB 1 u 2)
[Tpumeuanus:

—  Ilpu mepenaue mannbix uepe3 [P/MPLS cerb Onepatopa 3aronosku [P-nakeros
MEHATHCS HE JIOJKHBI;

- IIpu npesbimiennn Tpadgukom Krnacca 1  mpomyckHOM — CHOCOOHOCTH,
yCTaHOBJIEHHOM Ha mopty s Kmacca 1, nomkeH Npou3BOIUTHCA CcOpocC
IP-nakeroB ¢ kauectBom Knacca 3; npu npesimienun Tpadukom Kiacca 2,
IPOITYCKHOM CIIOCOOHOCTH, YCTaHOBJICHHOM Ha nopty st Kiacca 2, — copoc IP-
naketoB ¢ kadectBoM Kiacca 3; mpu mpeBbiiennn Ttpaduxom Kiacca 3
IPOITYCKHOM crIocOOHOCTH mopTa — copoc [P-nakeTos.

5.3.2.4. TpeboBanusa k kauectBy Dinemernta [1J1 8 BUC.

1) Tlpu oxazanmm Onementa I[1JI B BUC Omnepatop m0mKeH
OCYHIECTBIATh MapiipyTusanuio [P-maketoB ¢ ganHeiMu OOpa3oBaTeNbHOU
opraHuzauMd U obecrneunBaTh nepenady [P-maketoB ¢ maHHBIMHU
OO6pa3oBaTebHOM OPraHU3aIMK K CETSIM U 00bekTaM, noakatoueHHbM K ECIT/L;

2) TapanTuu kadectBa nepenayn [P-makeros ¢ nanaeMu [TotpeOuTens
Mexay Toukamu npucoenunenus ECII/] nomkHbBl ya0BAETBOPATH CAEAYOIIUM

TpeOOBAHUSIM:

3nauenus napamempos kawecmea nepeoaiu OAHHLIX HA NPOBOOHLIX KAHANAX MEHCOY
Toukamu  npucoeouHenus,  YOanieHHvIMU  Opye  om  Opyea HA  paccmosiHue
no npsmou Ha kapme He bonee 4000 xku:

Tun [IpouieHT NOTEPSHHBIX 3anepxxka nepenadn Bapuanus 3agepxku,
IP-nakeroB B ogHy
Tpaduka IP-nakeroB, He 6omee He Oonee
CTOpOHY, He boJiee
Knacc 1 0,2% 75 Mc 50 mc
Knacc 2 0,2% 100 mc HE HOPMUPYETCS
Knacc 3 5% 125 mc HE HOPMUPYETCS




3nauenus napamempos kauecmea nepeoayu OAHHBIX HA NPOBOOHLIX KAHANAX MEHCOY

Touxkamu

npucoeouHenus,

no npsmou Ha kapme 6oaee 4000 km:

VOanieHHbIMU

opye  om

opyea

HA paccmosinue

3anepxka nepeaadn

Tun [IpouieHT mOTEpSHHBIX IP-nakeToB B oxHy Bapuanus 3anepxku,
Tpaduka IP-nmakeToB, B He OoJtee He Ooiee
CTOPOHY, HE OoJiee
Kimacc 1 0,2% 100 mc 50 mc
Knacc 2 0,2% 150 mc HE HOPMHUPYETCS
Kiace 3 5% 200 mc HE HOPMUPYETCS

5.3.3. Dnement «llepemaua manHbix B ceTb «MHTepHeT» (majiee —
dieMeHT I
B «AHTEpHETY).

5.3.3.1. TpebGoBauug k Dnemenry [1J1 B « IaTEpHETY:

1) Ilepenmaua maHHbIX B ceTh «HTepHET» 00BekTa OOpa30BaTEILHOM
opranuzanuu n3 ECIIJ] momxHa ocymecTBisTbes Ha pecypcax Omeparopa, ¢
Y4acTHOM 000pynoBaHUs 00beKTa

HCIIOJIB30BaHHUECM aapecannuu

HCIIOJIb30BaAHHUCM q)YHKLIHH CETEBOU

OOpazoBaTenbHON OpraHU3alUu C
Tpancisiuu aapecoB (NAT) Ha cetn Oneparopa;

2) Dnement I1JI B «MHTepHEeT» HOMKEH OBITH ILEHTPAIM30BaH Ha
ypoBHE UHPpacTpyKTypbl OniepaTopa B COOTBETCTBUH ¢ TpeOoBaHusIMU T3;

3) Ilpu oxkazanuu [IJI B «UHTepHeT» OmeparopoM J0DKEH
IIPENOCTABISATECA BBIACICHHBI CUMMETPUYHBIA JTYIUIEKCHBIA JOCTYII K CETH
«HTEpHET» € MPOMYCKHON CMOCOOHOCTHIO, COOTBETCTBYIONICH TpeOOBaHUSIM

T3. Ilpu »TomM 1 00pa3oBaTEIbHBIX OpraHU3AlMM, MOJKIIOYEHHBIX C

WCTIOJIb30BAHUEM  HHBIX  TEXHOJIOTHMM,  JIOMYCKAeTCs  IMPEIOCTaBJICHUE
ACUMMETPUYHOIO JOCTYIIA;
4) Omeparop g okasanus [IJ] B «MHTepHeT»  HOJDKEH

3ape3epBUPOBATh JOCTATOYHOE KOJMYeCcTBO BHemHux [Pv4 anpecoB u3
3apEruCTPUPOBAHHOTO

3a OneparopoM B 6a3ze nanubix RIPE NCC npoctpanctsa [Pv4 agpecos. O0neM
(kommuectBo) IPv4 aapecoB OmnepaTtopa HTODKHO OBITh JIOCTaTOYHBIM
Tt B3aumoierictBrst mosib3oBateneid ECII]] ¢ madopmaimoHHpIMU CUCTEMaMH,
pa3MenieHHbIMU B ceTH «IHTepHEeT», B T.4. C CUCTEMaMHU, UMEIOIINMU KECTKUE

OTrpaHUYEHMsI 0 KOJIMYECTBY CECCUM, yCTaHaBIMBaeMbIX ¢ ogHoro |Pv4-anpeca.



5.4. KoMnoHeHT «3ammura JaHHBIX».
5.41. Hasnauenne KomnoHeHTa «3ammra JaHHBIX).

Kommnonent «3amura JaHHBIX» M[peJHAa3HAYEH JUIsl  3al[UThl  JIAHHBIX,
oOpabaThiBaéMbIX W TIEPEIABAEMBIX IPU OCYIIECTBIECHUU JOCTyINa O0O0pa30BaTEIIBHBIX
opranmzanuii k MC, TpeOyromumM 3ammThl Mepenadyd JaHHbIX U paszMemaembix B 1[O]]
Bnanensnes UC.

Jns mocTwkeHus 1eleld Mo 3amuTe AaHHbIX OrnepaTop 0IKEH BBIOJIHUTD
CJIEIYIOIINE 3a/1a4HU:

— Ppa3MECTUTH 0o0OpyZIOBaHUE  KPHUNTOTPA(PUUECKON  3aIIUTHI
undopmanmu ECIT B 11O/l Baagensiies MC u oGecriednTh ero moaKIr0ueHue
Kk ECII/] caMOCTOSITEIbHO U 3a CBOM CUET;

— OpraHM30BaTh KPUNTOTpaPUYECKYyIO 3aluTy  MepelaBaeMbIX
JTAHHBIX
OT MoJib30BaTelNel 00pa3zoBaTeNbHbIX opranuzaiui 10 UC;

— OpraHM30BaTh CBS3HOCTh KPHUITOIPAPUUCCKHX CPEACTB MEKIY
cobom
B 3a/IaHHOW KOH(UTyparyH.

5.4.2. TpebosaHusa k apxurekrype KoMmimonenra.

Apxutektypa KomnoneHnTa «3ammra 1aaHbix» onpeneisercss Onepatopom.

Jlns oOpazoBaTeNnbHBIX opranu3anuii KoMmoHeHT 1omkeH 00eceuynBaTh 3alUuICHHbIN
JOCTYM OT 0Opa3oBarelbHON opranu3amnuu 10 MC B cooTBeTcTBUU ¢ TpeOoBaHUsIMH T3.

KomnoneHT «3ammra qaHHbIX» H0JbKeH uenoibzoBath ECIIJL B kauecTBe TpaHcmopTa
JUTSI 3AIUIIAEMbIX KPUITOTpapUIECKUMU CPEACTBAMU JAHHBIX.

5.4.3. Yupagsinenue KoMmoHeHTOM «3aimra JaHHBIXY.

Omneparop JOKEH OCYIIECTBIATH YIPABICHUE HW3MEHEHUSMH, KOTOPbIE MOTYT
BKJTIOUATh U3MEHEHUS CIICAYIOMINX ITapaMETPOB:
— wunatepdeiica Ha oOopynoBanmu OrmepaTopa, K KOTOPOMY IOIKIHOYAETCS
obopynoBanue o0pa3oBaTeIbLHON OPraHU3aINN;
—  TOIOJIOTHSI KPUIITOTpaprIeCKON CeTH;
—  IP-aapeca u noxceru;
—  TPOTOKOJIBI MapIIPyTU3ALNH;

—  1OpoQuIH MOPTOB JIOCTYIIA;



—  TOYKH IPUCOEAMHEHUS K KpUNTorpaphuueckou CeTu;

—  mapaMeTphl kaudectBa mepemaun [P-makeroB wu Ethernet kampoB s
o0pa3oBaTeIbHON OpraHu3allly;

—  TIPUOCTAHOBJICHUE WJIM BO30OOHOBJICHUE OKa3aHUS YCIIYTH;

—  MNPEKpalleHUE OKA3aHUS YCIYTH.

5.4.4. TpeboBaHusa K nnpon3BoauTeapHOCTH KoMmoHeHTa Ycenyr «3armra

JAaHHBIX).

5.4.5. Duement «Kpunrorpapuueckass 3ammMrTa KAaHAJOB CBSI3H)
(manee — DnemeHT «Kpunrozammray).

5.45.1. Haznauenue Dnemenrta « Kpunoro3amray.

Onement «Kpunro3amuray npegHazHadeH s ooecreueHus MoAAepKKU Mu(poBaHUs
C MCIOJIb30BAaHUEM POCCHUKWCKUX AJITOPUTMOB JUIS 3ALIUTHl JAHHBIX, IEPENABAEMBIX IIO
KaHaJlaM CBsI3U, HE NpeaHa3HaueHHbIM g cetu «MHTepHeT». Mcnonb3dyembie cpencTBa
KpUNTOrpa(puueckoi 3almThl J0JKHBI UMETh cepTU(UKAT cooTBeTCTBUS TpeboBaHusiM OCh
Poccuu k mudpoBasibHbIM (Kpuntorpaduyueckum) cpeactsam kiacca He Huke KC3 u @CTOK
Poccun.

5.45.2. TpeboBauus K DJIEeMEHTY

«Kpunro3ammray:

1) Dnement «Kpumnrosammray peaiu3yeTcs Ha OCHOBE MPOTPaMMHO-
anmnapaTHbIX CPEJICTB;

2) Hludpoanue AOHKHO 00ECIICUUBATH BO3ZMOKHOCTh TIOKITFOUCHHS
oOpazoBarenbHOM opranuzamuun k HMC, TtpeOyromuM 3ammThl JaHHBIX,
pasmemaembix [{O/1;

3) IlludpoBanue peanuzyercs Ha OCHOBE KPUITOMAPIIPYTH3aTOPOB,
COOTBETCTBYIOIIMX TpeOoBaHusM T3;

4) HludpoBanue AOJKHO oOecreunBaTh (QYHKIUIO 3alIUTHI Tpaduka
IIpU Nepeade NepCcoHaIbHbBIX 1aHHBIX;

5) OO0s3arebHO HATMUKE NCHCTBYIOMINX CEPTUPUKATOB COOTBETCTBUS
TpeboBanusiMm @Cb Poccun k cpeacTBaM Kpunrorpauueckoi 3aluThl Kiiacca
KC3
u ®CTOK Poccuu;

6) Hludposanue momkHO obecneunBaTh (HYHKIMIO 3alIUTHI Tpaduka



IIpH I€peaavdc repCoOHaAIbHLIX JaHHBIX.

5.4.6. CpencrTBa KpUnTO3aIlMTLI HHGOPMAIIMH JOJKHBI BHIIOIHATH .

muppoBaHUE JaHHBIX, MEPEJaBAEMbIX IO OTKPBITHIM KaHajlaM CBSI3U MEXIY
3alUIIeHHBIMU cerMeHTaMu cetu L3VPN;

CKpBITHE BHYTPEHHEN CTPYKTYPHI JIOKAJbHBIX BEIYMCIUTEIbHBIX CETEH;

npuem u nepenavy [P-nakeros no nporokonam cemeiictsa TCP/IP;
LEHTPAIM30BAaHHOE YIIPABJICHUE 3al[UTON CETH;

npueM u nepenava [P-makeros nmo npotokonam cemerictsa TCP/IP;
Kpunrorpaguyeckoe MpeoOpa3oBaHUE IEpeJaBaeMblX W NPUHUMAEMBIX
IP-makeToB momKHBI cooTBeTcTBOBaTh TpeboBanusMm: ['OCT 34.13-2018
«udopmanrionnas texHonorus. Kpunrorpapuueckas 3zammra HHPOPMAIUH.
Pexxumbl pabothl 610uHbIX mdpoB» u 'OCT P 34.12-2015 "Undopmarmonnas
texHosorusd. Kpunrorpaduueckas 3amura unpopmaruu. binounsie mudper";
mudpoBaHre UHPOPMALIUU HA CETEBOM YPOBHE;

YBEIMYEHUE pa3Mepa I[aKkeTa € Y4YeToM JomnojHuTenbHoro [P-3aronoska
HE JI0JDKHO TMpeBbIaTh 60 OaiiT;

BO3MOXHOCTb MOHUTOpPHUHIA COCTOSIHHUSI KpUIITOMapLIPyTH3aTOpa
13 3alUIIEHHBIX ceTel 1Mo MpoTokory SNMP;

pPEeXUM pabOThl KPUIITOMAPIIPYTU3ATOPA — KPYTIOCYTOUHBIN HEOOCITY KHBAaEMBbIH,
1o cxeme 24 yaca B CyTKH, 7 THEH B HEAEIIO;

MO/1/IEPKUBATh CTaTUYECKYIO U JUHAMUYECKYIO MapIIpyTHU3ALUIO
no npotokony BGPv4 (cnenudukanus IETF RFC 1771);

o0OecreunBaTh NOJJEPKKY HE MeHee 3 (TpeX) KJIacCOB OOCHYyKMBaHMS Tpaduka
Moaenu DiffServ;

o0ecneunBaTh MOAJEPKKY MapKUPOBKH BXOJsIIero Tpaduka Ha OCHOBE
IP-anpeca nomyuarens;

oOecneunBaTh TMOAJEPKKY MapKUPOBKH BXOJsIIero Tpaduka Ha OCHOBE
IP-anpeca ucrounuka;

o0ecreynBaTh NOACPKKY MAPKUPOBKU MIK(POBAHHOTO Tpaduka;
CErMEHTUPOBAaHUE U pa3rpaHnyeHre UH(POPMAIIMOHHBIX TOTOKOB;

BO3MOXKHOCTh HHTerpammu ¢ SIEM-cucremamu, peructpanu M OTHPABKH

coObITUH MHPOPMAITMOHHON 0€30MaCHOCTH, PErIaMEHTUPOBAHHBIX TEXHUYECKOU



Y HOpPMAaTUBHOM JOKYMEHTALIUEN;
—  BO3MOXHOCTh  HWHTETpallud C  CHUCTeMaMHd  MOHHTOpPHUHTA  Tpaduka
no nporokojaM Netflow, IPFIX.
5.5. KomnonenT «Orpanuyenue 10cTyna Kk uHGopmMauuu»

5.5.1. KommoneHnt «QOrpaHndeHue pocryna K WHGOOPMAIWN) JIOJKEH

00eCIIeYnBaTh 6JIOKI/IDOB8,HI/IC Joctyna K pecypcam cetd «HMHTepHEeT» B

COOTBETCTBHH C 1. 2 cT. 5 DeaepanbHoro 3akoHa ot 29 nexadpst 2010 r. Ne 436-
@3 «O 3zammte neredt oT MH(OpPMAIMK, MPUUMHSIOMIEH BpPEA MX 3J0POBBIO H
pPa3BUTHIO», TJ/I€ OMNpeaeieHsl BUAbl HHGOPMALMK, 3alperieHHOW s
pacnpocTpaHeHus cpenu JeTeH, a TaKKe
C MCIOJIb30BaHUEM IOJIOKEHUN METOJUYECKMX PEKOMEHAANN M0 OrPaHUYECHUIO
B 00pa3oBaTeNIbHBIX OpTraHM3alUsiX JOCTyna oOOydamommxcs K BUIaM
uH(popMaluu,  pacupocTpaHseMord  mocpenctsoM — cetu  «MHTepHeT?,
MPUYHUHSIONIEH Bpen 310POBBIO
U (WIKM) pa3BUTHIO JETEH.
B pamkax Orpannuenus goctyna K uHGOpMAaIMHU JOJIKHO OCYIIECTBIISATHCS PETYJISIPHOE
(He pexxe OIHOTO pa3a B IeHb) OOHOBJIEHHE 0a3 JaHHBIX 3anpelieHHbIX HTepHeT-pecypcoB.
B pamkax OrpanuueHust 10CTyna K HHPOPMALIMK JTOJKHA OBITh peann3oBaHa (QyHKIIHS
aHajM3a COJECPKUMOTO BEO-CTpAaHMI] JJisi ONpENeNeHUsT HeOOXOAMMOCTH OJOKHUPOBKHU IIO
KOHTEHTY, BKJIIOYasi BeO pecypchl HCIOJb3YIOLUE CPEICTBA U(POBAHUS NEPEIABAEMOTrO
tpadura SSL/TLS.
KomnoneHT He JomkeH pacopoctpaHsaThes Ha APM  agmuHucTpaTtuBHO-
X035IMCTBEHHOI'O U NEAArorMueckoro cocraBa 00pa3oBaTeIbHOW OpraHu3alim.

5.5.2. TpeboBanus k apxurekrype KoMmoHneHTa:

- Orpanmyenue jgoctyna K HHPOPMAlMA JOJDKHO OBITh  00ECTICYEHO
HA OCHOBE MPOTPAMMHBIX W amMapaTHBIX KOMIIOHEHTOB, pPa3MEIICHHBIX Ha OOBEKTax
Oneparopa.

- IIpenycmotperb BO3MOXKHOCTH OTKIrOYeHHss Kommonenta Ha APM
aJIMUHHACTPATUBHO-XO3SIMICTBEHHOTO M TMEJarormyeckoro  cocraBa 00pa3oBaTeIbHOU
OpraHH3aliH.

5.5.3. VYupasiaenne KoMonoHeHTOM.

OnepaTop JODKEH OCYIIECTBIATh YIPAaBICHUE W3MEHEHHUSIMH, KOTOpPHIE MOTYT



BKJIFOYATh U3MEHEHUs CIeAYIOMUX napameTpoB k KommnoHeHry:

[P anpeca u noaceru;

npaBuia QUIbTPALIUY;

KJIIOUEBBIE CIIOBA W CIIOBOCOYETAHUS JJisi OpTraHU3alldyd MPaBUJl KOHTEHT
dunbTpanmuy;

CIIUCKH PECYpPCOB OTPAaHUYEHHOTO JIOCTYTA;

MIPUOCTAHOBJIEHUE WJIH BO30OHOBJIEHUE OKa3aHUsI YCIYTH.

. JnemeHnT «KonTtenTHas puabTpanus» (aajee - JJIeMeHT).

55.4.1. TpeboBaHUs K apXUTEKTYPE DIEMEHTA.

ApXHUTEKTypa pelieHnil o KoHTeHTHOU ¢uibTpauuu B pamkax ECII/ npencraBnena

Ha PucyHoxk 4.
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Mpumevarua:

BYC-BMpTyanbHan YacTHanA ceTh;
ECMN/-eanHan ceTh Nepeaayun AaHHbIX;
WB-UHbopmaumuoHHan Ge3onacHocTs

30-30Ha OTBETCTBEHHOCTH;

NBC-/1oKanbHO BbIMUCAUTENBHARA CETh;

TN-Touka NpUcoeaMHEH KA

Cocrae knactepa MB:

- o6opyaoBaHue «KOHTEHT-GUABLTPaLMAY;

- 06opyaoBaHUe «MOHUTOPUHT U obecneyeHmne GesonacHoCcTH
CeA3K» (MemceTeBOe IKPaAHWPOBaAHUe, 3aLMTa oT DDoS ATak).

Pucynok 3 O0mast apXuTeKTypa peleHnid o KOHTEHTHON (PHITbTPAIIH.

5.5.4.2.

TpeboBanUd K DIIEMEHTY.

KontenTHas QunbTpaius 0KHA MOJACPKUBATD CleayIomre QYHKIIUN:

KJIIMEHTCKHE yCTpoicTBa ceptudukara OnepaTopa);

— o0ecrnieueHre aHTHBUPYCHOM 3aIllUTHI MOJb30BaTeNiel 00pa30BaTEIbHbIX

0JIOKMPOBKA 3JI0HAMEPEHHBIX HHTEPHET-PECYPCOB;
MOJJIEP’KKA YEPHBIX U OEJIbIX CIIMCKOB HHTEPHET-PECYPCOB;

0s0kupoBKa BpenoHocHoro [1O u HexenaTelbHON peKiIaMbl;

KOHTpOJIb BeO-Tpaduka mo nporokosam HTTP, HTTPS (B ciyuae ycraHoBkH Ha



OpraHu3alMii TMpu B3aUMOJEUCTBUM C pecypcamu cetu «HHTepHeT» (BEO
AHTUBUPYC), BKJIIOYAs aHanu3 COJIEPKUMOTO BeO-pecypcoB U
MOJIy4aeMbIX/TIepe1aBaEMbIX BIIOKCHHI;

— MPUHYAUTEIIbHOE BKIIOUYEHHE OE€30MacHOTO TIOMCKA JJi TOUCKOBBIX
CUCTEM B IEJIIX OJOKUPOBKHU HEXKEIIaTeTLHOTO KOHTEHTA,;

— JKypHAJIMPOBaHUE TIIOMCKOBBIX 3alpPOCOB TIOJIb30BATEJE Ha CPOK
JI0 6 MECSIIICB;

— OJIOKMpOBKa  MPHUJIOKEHUN  TOMYJSIPHBIX  COIMANIbHBIX  CETEH,
C BO3MOKHOCTBIO OTKPBITUS JOCTYyNa, Mo 3amnpocy [loTpedurtens B COOTBETCTBUU
C 3amnpalMBacMbIMH  JCUCTBHUSIMHU JUISI CTPAHULl KaXJOM OTIEIBHO  B3STOMU
COIIMAJIbHOM CETH, NPHU YCIOBUU MOJAEPKKUA COLUAIBHON CEThIO pa3rpaHUYCHUS
JNEUCTBUN BHYTPHU CEPBUCA;

OrpaHu4eHue Mo 00beMy UCIOJIb30BaHUS BEO-TpapuKa;

— IEHTPAIN30BaHHOE PACTIPOCTPAHEHHUE MOJIUTHUK OE30MTaCHOCTH Ha BCE Y3IIbI
K®d;

— BEJICHHE JO0ChE€ C BO3MOKHOCTBHIO NPUBS3KK Tpaduka IO MOCEHaeMbIM
00pa3oBaTeNbHBIMU OPTraHU3AIMSIMHU PECypcaM/KaTeropusiM pecypcoB, U 00beMy
MCIIOJIb30BAaHHOTO MHTEPHET-TpaduKa 3a NEPUOJ A0 6 MECSIIEB;

— no0aBlieHHE PECYPCOB B CITUCOK JJIsi KOHTEHTHOM (DUIIbTpAIUU 110 3aIpoCy
AOoHeHTa;

— 100aBJEHUE CEPBUCOB B 00XO0J KOHTEHTHON (HIBTpAIMM TIO 3ampocy
AOGoneHTa.

KonrteHnTHas puibTpanus qokHa 00eCeynBaTh:
rubkyto ¢punsTpanuo HTTP tpaduka;

— unbrpanuto HTTPS Tpaduka ¢ TOUHOCTHIO 10 KIMEHH 3alpaniiBaeMoro
pecypca Ha ocHOBaHUM 3HaueHust SNI;

— rubkyto dunsTparuio HTTPS Tpaduka cpeactBamu aHanmm3a KOHTEHTA,
pa3MeIIeHHOTO0 Ha BeO pecypce Ha MpeAMEeT 3alpelleHHbIX MaTepuasoB
U (WJIK) KITI0YEBbIX Ppa3;

— rubkyto ¢unstpanmro HTTPS tpaduka, B ciydae ycTaHOBKM Ha
KJIMEHTCKHE ycTpolcTBa cepTudukara Oneparopa;

— tubkyo ¢unsrpauio HTTPS Tpaduka HA MOOUIBHBIX YCTpOMCTBaXx,



B Cllydyae YCTAaHOBKM Ha MOOWJIbHBIE YCTPOMCTBA, B Clly4a€ YCTAHOBKM Ha
KIIMEHTCKUE YCTpoHcTBa cepTudukara Oneparopa.

55.4.3. TpeboBauus K OPUMEHSIEMBIM

TCXHUYCCKHUM PCIICHUAM.

— K® pomxHa OBITH peann3oBaHa C UCIHOJIb30BaHUEM IPOTPAMMHO-
arrapaTHbIX KOMILJIEKCOB.

55.44. TpeboBaHus K aBTOMATU3AIIUH.

CpenctBa koHTpoJsia jAocTyna B ceTb «MHTepHeT» M (unbTpauuu Tpaduka CETH
WHTEepHET AOIKHBI 00€CTIEYNBATh BBIIOJIHEHUE CIEAYIOMNX (PYHKIIMMA:

- o0OecrieyeHne M KOHTPOJIb JOCTYIa IOJIb30BATENEel B CETh
«HTEepHET»
c ¢QuupTpauueir Bxozjsamero u ucxonsauero WHrepHeT-Tpaduka 1o
nporokonam HTTP/HTTPS B cnydae ycTaHOBKM Ha KIMEHTCKHE
ycTpoiicTBa ceptudukara Oneparopa;

— yIIpaBJIEHHE JOCTYIIOM K caiitam ceTh « IHTepHET» Ha OCHOBE
«YEPHBIX»
U «OEeIbIX» CIUCKOB, COCTABJIEHHBIX C HMCIIOJb30BAaHUEM KaTErOpU3alluu
caiiToB. DyHKIIMOHAT HACTPOUKHU (QUIBTPALIMH BXOJSAIIETO U UCXOALIETO
TpaduKa J0JKEH MO3BOJATh YKa3blBaTh B KauecTBE (PUIIbTpa MacKy WU
perynsipHoe  BbipaxkeHwe. CIHCKM  KaTE€ropud  CaWTOB  JOJLKHBI
MIPENOCTABIATHCS MPOU3BOAUTEIIEM CPENCTB KOHTPOJIA JOCTyHa B CETh
«utepHer». [lns aIMHUHUCTPATOpPOB MPOrpaMMHOrO oOecreueHus
J0JIKHA OBITh pealin30BaHa (PYyHKIMS BHECEHUS] KOPPEKTUPOBOK B JAHHBIE
CIHUCKH, a TaKKe CO3JaHMsl COOCTBEHHbIX KaTeropuil. CIUCKU JOJKHBI
(opMUPOBATHCS ITyTEM BHECEHHSI HE TOJIBKO OAMHOYHBIX CAWTOB, HO U UX
CIUCKOB (B (hopmaTe TEKCTOBBIX (DAIIIOB C pa3AeIUTEISAMN);

— OTKJIIOUEHUE (PYHKIMOHATa KOHTPOJIS JIOCTyla B CETh
«HTEpHETY
u ¢punbTpanuu Tpaduka cetu « MHTepHeT™ 11 KOHKpeTHbIX [P-agpecos u
C HCIOJIb30BaHUWEM ayTeHTHU(PUKAIMK TOJb30BaTENe MOCPEICTBOM
ECHA,;

— YIIPaBIEHHUE JOCTYIIOM II0Jb30BaTENEN K Pa3JIMYHBIM THIIAM



uHpopMaru
B cetu «HTEpHET) (BUICO, ayAHO, N300pKEHUS U T.1.);

— yIOpaBJI€HHE JIOCTYIOM TIOJIb30BaTee K BO3MOXKHOCTHU
nepenayn B ceThb «MHTEepHET» MHGOPMAIMKU Pa3IUYHBIX TUIOB (BHUIEO,
ayino, n300paxXeHus u T.11.);

— yBEJIOMJICHME B OKHE Opay3epa IOJIb30BaTeNsl CETU

«HTEepHET»
0 OJIOKHPOBAHMHU JOCTYIA K 3alpalIuBaeMOMy MOJb30BaTEIEM pPeCypcy
cetu «MHTEepHET» B cllyyae HapylieHus TpeOoBaHM WHOOPMAIMOHHON
0€30MacHOCTH, a TaK’K€ Ha OCHOBAHUU HAJMYUS MOTEHIIMAIBHO OMAaCHOTO
koza (¢ pyHKIMEH mpaBKy KOJia U TEKCTa YBEIOMIICHUS );

— yHpaBieHUE JOCTYTIOM K CPECTBAM KOHTPOJISI IOCTYIIA B CETh
«HTEepHET
u QuibTpanuu Tpaduka cetu «MHTepHET» ¢ MCHOJIB30BAHHEM POJIEBOM
MOJEIIN;

— IPOTOKOJUPOBAHUE NEUCTBUN aIMUHUCTPATOPOB CUCTEMBIL;

— o0ecrnieueHue OTKa30yCTOMYUBOCTH IpOrpamMMHO-
anmapaTHBIX KOMIIOHEHTOB CHCTEMBI.

B Jluynom xkabunere OmepaTopoM O0ECHEUMBAETCS BBIIOJHEHUE CIEIYIOIINX
(GyHKLMIA:

— BO3MOXXHOCTh JOCTyna K JluuyHOMy KaOWHETY MyTeMm
ayTeHTHU(UKAIINH c UCIIOJIb30BaHUEM ECHUA pabOTHUKOB
o0pa3oBaTeNbHON OpraHW3alii, a TaKKe OpPraHOB TOCYIapPCTBEHHOMN
BJIACTH, OCYIIECTBISIOMMUX (GYHKIMU B cdepe obirero oOpa3oBaHus U
cpeaHero npogeccuoHaIbHOro 00pa3oBaHUs;

— BO3MOYKHOCTh MOJa4M 3asBOK Ha BKJIIOYEHHE (OJIOKHPOBKY)
pecypcoB cetn «IuTepHeT» B benbiii cniucok, BpemeHHbI Oeblii CIHCOK,
YepHbIil CIUCOK;

— BO3MOXXHOCTh ~ OTCJIC)KMBAaHUS  CTAaTyCOB  BBHITIOJTHCHHS
MOTAHHBIX 3asBOK;

— BO3MOXXHOCTh OIIEHKM KauecTBa HCIOJHEHHS TOJaHHbBIX

3asBOK;



— BO3MOXKHOCTh (POPMUPOBAHUSI OTUETHOCTH [Jisi KOHTPOJIS
nepeuHs pecypcoB cetu «MHTepHEeT», BKIIOYEHHBIX B beJbld CHUCOK,
Bpemennsbiit 6enplii cricok, YepHbIil CIIUCOK;

— BO3MOXKHOCTh ~ OBICTpOM MPOBEPKU TEKYIIEro craryca
nocrynHoctd B ECII/] pecypca cetn « IHTEpHETY.

5.6. KomnoHeHT «MOHMTOPHHT U o0ecneyeHHUE 0€30MACHOCTH CBSI3M).

5.6.1. DnemeHT « MOHUTOPHUHT MAapaMETPOB KaueCTBA MPEAOCTABISAEMBIX YCIYT».
5.6.1.1. TpeOoBanuss K (yHKIHMOHATY CPEACTB
MOHUTOPHUHTA U OTYETHOCTH.
CpeactBa MOHUTOpUHTA (PYHKIIMOHUPOBAHUS U (DOPMUPOBAHMS OTUYETHOCTH JIOJKHBI
o0ecneunBaTh BOBMOXKHOCTD BBIMOJIHEHUS CAEAYIONINX (QyHKIUI:

1) OObBEeKTUBHBIN KOHTPOJb PabOTOCMOCOOHOCTH CPEJICTB CBSI3M U COOJIIOJICHUE
TpeOyeMOoro KadecTBa M JIOCTYIIHOCTU YCIYI CBSI3H, LEJIOCTHOCTH W YCTOWYUBOCTH
(YHKIIMOHUPOBAHUSl CETeH mepenayd JIaHHbIX, a TakkKe Oe30MacHOCTH CBSI3U TIPH
MOAKIIOYEHUH U TPENOCTaBICHUU JOCTyna JJid o0pa3oBaTeNbHBIX OpraHU3ALMA K
roCyJapCTBEHHBIM, MYHHUIIMIAIBHBIM, WHBIM HHQOPMALIMOHHBIM CHCTEMaM U CETH
«HTEpHET» ¢ BO3MOXKHOCTBIO (hopMHUpoBaHusi IHITUIEHTOB B aBTOMaTU3UPOBAHHOM PEKUME
MOCPEJICTBOM HCIOJIb30BAHUS TPOTrPaMMHO-aNNapaTHOIO KOMILJIEKCA;

2) IIpoTokoaupoBaHue NCUCTBUI MMOJIB30BATEICH U aIMUHUCTPATOPOB CUCTEMBI;

3) ®opMUpOBaHUE OTYETHOCTH C NMPEAOCTABICHUEM (PYHKIIMOHAIBHOCTH:

— oToOpakeHue MH(POpPMAIUU O COCTOSTHUU OOBEKTOB B PEKUME PEATbHOTO BPEMEHU B
IBETO-TpaUuecKoM U TaOJIIMYHOM BUJIC;
— 3amanusi (QUIBTPOB MO BCEeM (JTIOOBIM) TIOJSIM, TOJICPKUBAEMBIM CPEICTBAMU
MOHUTOPUHTA (PYHKIITMOHUPOBAHUS U POPMHUPOBAHUSI OTYETHOCTH;
— 3ajaHus (popMara OTYETOB;
— BO3MOXHOCTh BBITpY3kH oT4yeTtoB B ¢opmare EXCEL ¢ ykazanwem ngatbl
(hopMUPOBAHUS OTYETOB;
1)  Coop, popmupoBaHue 1 0TOOpaKEHHE JAHHBIX O CTaTyCe OKa3aHUs
Yeayr cBsi3M, B TOM YHCIE HEIOCTYMHOCTH YCIyr CBSI3U MO NPUYMHAM,
HaXOJAIUMCA B 30HE OTBeTCTBEHHOCTH [loTpeduTens (3JeKTponuTaHre B MOMEHT
BO3HUKHOBEHUS cOObITHs, PyHKIMs Dying gasp), a Takke 1o NpuyMHaM B 30HE

otrBercTBeHHOCTH Oneparopa (I1I1P, mpoOnembl ¢ kKaHaTBHOMN, CETEBOM YaCThIO KaK



Ha 00BEKTE, TAK U HA MAarucTpaJibHOM 4YacTH) ¢ rIIyOMHOM XpaHEeHUs NaHHbIX 12
MECSIICB;

2)  CoOop, hopMupoBaHHE U OTOOpaKCHUE NAHHBIX IO YTHUIHM3AINUN
TpaduKa Ha IOCTOSHHOM OCHOBE C MHTEPBAJIOM CHSTHS JIaHHBIX HE PE¥KE OJIHOTO
pa3a B 10 munyT. /laHHBIE CHUMAIOTCS 110 BXOJISIIEMY U UCXOAIEeMy Tpaduky (B
M6wut/c), a Takke o 00beMy BXOJSIIETO/UCXOAIIET0 MOTpeOJeHUs TaHHBIX (B
Mo6aiit) o kaxaomMy o0BEKTY (IIPOTOKOJ Snmp) ¢ MIyOMHON XpaHEeHUs JaHHbBIX 12
MECAIIEB C BO3MOXXHOCTBIO BBITPY3KH IaHHBIX 3a IMPOW3BOJHHO BBIOPAHHBIN
NEPUO/I;

3) Tlommepxka (yHKIIMOHAJA IO MPUCBOCHHIO OOBEKTY IMpPH3HAKA,
0003HavaloIIero HeOOXOAUMOCTh YBEIUUEHHUSI MTPOITYCKHOM CITIOCOOHOCTH KaHaia
CBSI3H;

7) Coop, hbopmupoBaHue U 0TOOpaKEHUE JaHHBIX IO 00beMy oTpebaeHus Tpaduka,
B TOM YHCJIE CYMMAapHBIM 00beM moTpebiieHrs Tpaduka 3a MECSI] U COCTaBICHUE PEHTUHTA
notpedsieHus Tpadurka 3a MECHIIL;

8) Bo3MOXHOCTh MPUCBOEHUS O0OBEKTY MPU3HAKA «CTOM-(aKTOP», HAXOSIIETOCS B
30HE OTBETCTBEHHOCTH AOOHEHTa (PEMOHT U JpyTrHe padOThl HA MPOJOJIKUTEIBHBINA MEPUOJ
CBSI3aHHBIC C OTKJIFOYCHUEM YCITyTH, HO HE IPUBOISIINE K UCKITFOUCHHUIO 00BEKTA U3 3asIBKH K
JloroBopy) ¢ riyOMHOM XpaHEeHHs TaHHBIX 12 MECSIIeB;

Texanueckue IPOrpPaMMHO-aIapaTHbIC CpencTBa, HCITOJTb3yEMbIC
nmpu okazaHuu KoOMIOHEHTa, JOHKHBI COOTBETCTBOBATh TPEOOBAHMSAM TOCYIApPCTBEHHOMN
METPOJIOTUYECKOW M3MEPUTEILHON CUCTEMBI HAIIMOHAIBLHOTO YPOBHS, 32 CUET BBITTOJHEHHUSI
CIeAYIOIIUX TPeOOBaHMIA:

® UCITOJIb30BAaHUS CPEACTB HW3MEPCHHS, BHECEHHBIX B
denepanbHbi HHOOPMAMOHHBIM (OHA 10 O00ECICUYCHUIO €IMHCTBA
WU3MEPCHHUM, a TAK)KE CBOCBPEMEHHO MPOIICIITUX TTOBEPKY B COOTBETCTBUU
c TpeboBanusiMu ctatbu 13 denepanpHOoro 3akoHa ot 26 uroHs 2008 1. Ne
102-®3 «O06 obecrieueHUN €MHCTBA U3MEPCHUIY;

® COOTBETCTBUS BCEX MPOTpaMMHO-aNMapaTHBIX
cpencrtBa TpeOOBaHUSAM K HM3MEPEHHUsIM, OTHOCSIIMMCS K cdepe
TOCYJJapCTBEHHOTO PETYJIUPOBAHUS 00ECTICUCHUS €AMHCTBA U3MEPEHUIN U

BBITIOJITHACMBIM Ipu oOecrneuyeHU OECJI0OCTHOCTH



U YCTOMYMBOCTHU (DYHKITMOHUPOBAHUS CETH CBSI3U OOIIETO MOJIb30BaHMUS, a
WMEHHO,
B COOTBETCTBMM C TnocTaHoBieHHEM IlpaBurensctBa Poccuiickon
denepauuu
ot 16 Hos10pst 2020 1. Ne 1847 «O0 yTBEepXkAEHUU NEPEUHS] U3MEPEHUH,
OTHOCSIIIUXCS
K cdepe TOCyAapCTBEHHOTO PETyJIMPOBAHUS OOECIEUYCHUS EIUHCTBA
U3MEPEHUIY;

e ceptuduKanys O0OOPYIOBAaHHUS B COOTBETCTBUU C

nocta”oByieHueM [IpaBurensctBa Poccuiickoit @enepanmu ot 04 dheBpans

2022 T. Ne 113

«O0 yTBEpPXKJICHUH TIEPEUHS CPEJICTB CBS3H, MOMICKAIUX 00513aTEIIbHOM
cepTUQUKaLUm».

5.6.1.2. TpeboBanus k apxuTekType KoMmoHeHTa.

ApxXuTeKTypa JOJKHA CTPOUTHCS Ha MIPUHIIAIIAX MOAYJIbHOCTH

Y MaclITaOMpPyEMOCTH, Ha IPOTPAMMHBIX U alllapaTHbIX KOMIIOHEHTAX.
TexHuueckue penieHus, NpUMEHsAEMbIE B paMKax OKa3aHus KOMIIOHEHTa, JOJKHBI
MPEACTABIATh COOOM HEpapXUYECKYyI0 CHUCTEMY C BO3MOXKHOCTBIO TOPHU30OHTAIBHOTO M

BCPTHUKAJIbHOI'O MaCHITa6I/IpOBaHI/I$I.

LIEHTPAJILHBIH
Y3EJI

ATPETALIMA

/I

\

OB'BEKTbI KOHTPOJI

Pucynok 4 O6mas apxutektypa Komnonenta « MOHUTOpUHT 1 oOecriedyeHre 0€30I1aCHOCTH CBSI3U».
[{eHTpanpHbIM y3JIOM TEXHUYECKHX PEUICHHWM, NMPUMEHSIEMBIX B paMKaX OKA3aHUS

KomnioneHnTa, 70JKEH SABAATHCS OTKA30yCTONYMBBIN KIIACTEP CEPBEPOB. Y POBHEM arperanuu
JOJDKHBI SIBJISITBCSL 30HJIBI YPOBHS arperamuu, pa3Meliaembleé B 30HE OTBETCTBEHHOCTU
Omnepatopa, O0OO0BEKTaMU KOHTPOJS JOJKHBI SBJIATHCS OOBEKTHI  0OpPa30BATEIBHBIX

opraHmauHﬁ B COOTBETCTBUM C 3asiBKAMH yClIyru CBA3M C HCIIOJIb30BAHUEM 30HIOB,



pa3MellaeMbIX Ha YKa3aHHBIX 00pa30BaTeNbHBIX OpraHu3aIusX.

TexHuyeckue peuieHus, IpUMEHseMble Uil oOka3zaHus KomIoHEeHTa, IOJKHBI
UCI0JIb30BaTh TOJIBKO MPOrPAMMHO-AMapaTHbIE 30HbI JJIS MTOJTYYeHUS] HCXOAHBIX IAHHBIX O
paboTOCIIOCOOHOCTH CPEACTB CBSI3U U COOMIOJCHUIO TPeOyeMOTo KayecTBa MpPeI0CTaBICHUS
yciayr cBsi3u. Vcmosb3oBaHWME HMHBIX CIIOCOOOB TIONYYEHHS] HWCXOMHBIX JaHHBIX O
paboTOCIIOCOOHOCTH CPEACTB CBSI3U U COOMIOJECHUIO TPeOyeMOTo KayecTBa MpeI0CTaBICHUS
YCIIYT CBSI3U HE MPEAYCMaTPUBAETCS.

5.6.1.3. Yopasiaeune KoMOoHEHTOM.

Omneparop JOMHKEH OCYMIECTBISATh YIPABICHWE W3MEHEHUSMHU, KOTOpPBIE MOTYT
BKJIFOYAaTh M3MEHCHHsSI CIICTYIONTUX MMapaMeTPOB OKAa3aHWS MOHHTOPHUHTA M OOCSCIICYCHUS
0€30MacHOCTH CBSI3U:
—  IIepuoj ompoca 000pyA0BaHNS,
—  pacmucaHre MOHUTOPHHTA;
—  KOJIMYECTBO OIICHMBAEMBIX IMAPAMETPOB Ka4eCTBA yCIyTH;
—  TapaMeTphl IJIs OIICHKW KadyecTBa YCIIyT;
—  00BeM mapameTpoB OIICHKU KauecTBa,
— IP agpeca u moacerwu;
—  npodusau nopToB AOCTYNA;
—  MPOIyCKHas CIIOCOOHOCTH nepenayu Tpaduka pa3HbIX THUIIOB
10 MPEIOCTABISIEMBIM KaHaIaM CBSI3H JIJIs1 00pa30BaTeIbHBIX OpTraHU3aIlHi;

—  TPHOCTAaHOBJICHUE WITH BO300OHOBJICHHE OKa3aHMs MOHHUTOPUHTA
1 oOecrneueHus 0€30IaCHOCTH CBSI3H;

—  NpeKpalleHre MOHUTOPUHIA U o0ecriedeHus: 0e30MacHOCTU CBSI3U/

5.6.1.6. TpeboBaHUA K HAUIWYUIO OTYETOB.

KomnonenT pomkeH oOecnednBaTh MO KakIOMy OOBEKTY 00pa30oBaTeNIbHOIM
opranuzaiuu (HOpPMHUPOBAHHE B DIEKTPOHHOM BHJIE€ IO 3ampocy YINOIHOMOYEHHOTO
npeactaBuTessi AOOHEHTa ¥ (WJIM) B aBTOMAaTHYECKOM PEXHUME TPEIOINpeIeIeHHOM
(pernaMeHTHUPOBAHHOM) CTATUCTUYECKOM M aHAJIMTUYECKOM OTYETHOCTH O KauyeCTBE YCIyT
CBSI3U:

— (opmupoBaHHe NEPUOANYECKUX CTATUCTUYECKUX U aHATTUTUYECKUX
OTYETOB O KAa4YeCTBE YCIyT CBSI3U, B TOM YHCIIE€ O MEPUOJAX HEIAOCTYHMHOCTU

YCIyT CBA3U 110 JTFOOBIM IMpUuiIrHaM 3a HpOI/IBBOJIBHBIﬁ nepuoJ BpEMCHHU, IIO



IpeaonpeaeiecHHbIM  opMaM W HMX  aBTOMATH3WPOBAHHYH)  PAaCChUIKY
CpEICTBaMHM  JJIEKTPOHHOW TMOYTHl  yIMOJHOMOYEHHBIM TMPEICTABUTEIISM
AOoHeHTa;

— (dopmupoBaHHE B JJICKTPOHHOM BHJIE OMEPATHBHBIX OTUYETOB O
KaueCTBE KOHKPETHOU YCIIYTH CBSI3H JIJII KOHKPETHOTO 0OBEKTa, B TOM YHCIIE O
MeproJiax HEJOCTYIMHOCTH yCIyT CBA3M 10 JIIOOBIM TNPUYMHAM 32
IPOU3BOJIBHBIA  TICPHOJ, BPEMEHH, TIPH CaMOCTOSTEIBHOM OOpaIleHUN
AbonenTa k Komnonenry;

5.6.2. DaemenTt «3amurta ot DDoS-arak» (nanee — DieMeHT).

5.6.2.1. HasHaueHue DieMeHTA.

DneMeHT MNpCaAHa3HaAuYCH I oOecrieucHus 3alIUTBI OT PACHPCACIICHHBIX aTaK THIIA
«OTKa3 B O6CJ'IY)KI/IB3HI/II/I». B cocTaBe DnemenTa «3aumTa ot DDo0S-aTax» OHGp&TOp JOJIKCH
OKa3bIBATh TCJICMATUYCCKHC YCIIYTH CBA3U.

5.6.2.2. TpeboBauusg K DJIEMEHTY:

1) »sJeMeHT MOJDKEH MPEAOCTaBIATHCS JUId BeeX MyOnndHbIX |P-cereit
00pa3oBaTENIbHBIX OpraHu3aluii;
2) OJDKCH MPOBOJUTHCS aHAIN3 TpaduKa CIeIyIOIUX BUIOB:

— CTaTUYECKUN — Ha OCHOBAHUM CPAaBHEHUH (PAKTHUECKUX MapaMeTPOB
NutepHer-Tpaduka ¢ COOTBETCTBYIOIIMMHU 3HAUYCHUSIMU HWHIUBUAYAIBHO
YCTaHOBJICHHBIX TPAHUYHBIX 3HAYCHUMN;

— JTUHAMUYECKUN — BBISBJICHUE OTKJIOHEHUHN peabHOTO 00beMa BCEro
Hurtepner-tpaduxa nmonp3osateneit (PPS u BPS) oT cratuctudecku oOBIYHBIX
3HAYCHMI;

3) momkeH mNpoBOAMTHCS aHamu3 MHTepHeT-Tpaduka ¢  ydeTroM
cienyromux npusHakoB UHTepHeT-Tpaduka:
—  nuanasoH IP-anpecoB otnpaBurens/monyyarens Matepuer-tpaduka;

— muana3zoH anpecoB noptoB TCP/UDP ornpaButens/monyyarens
Wurtepner-Tpaduka;

— HanMeHOBaHug W mapamerpel npotokonos [P, DNS, TCP, UDP,
ICMP, AH, GRE, ESP (wanpumep, 3nauenuss TCP-¢duaroB mis mportokoia
TCP/IP);

4) noJKeH TPOBOIUTHCS aHanu3 MHTepHeT-TpaduKka 1Mo ClIeAyoNM



napameTpam:
—  xapakrtepuctuku HTepHeT-Tpaduka (pacrnpeaeienne mo mpoToKOIaM);
—  KoJmyecTBO naketoB MuTepHeT-Tpaduxa B cekynay (PPS);
—  konmyecTBO OaiiT UnTepHeT-Tpaduka B cekynay (BPS).
5) B Teuenne 30 MHHYT IOCiIe OOHAPYKEHHS aHOMAJIMH HEOOXOIUMO
HanpaBisaTh WHTepHeT-Tpaduk I[loTpebutens Ha mporpaMMHO-anmapaTHBIN
koMIuiekc OrnepaTopa, BHITIOTHSIONIMNA ¢ TTIOMOIIBI0 BEPOSTHOCTHBIX METOIOB
OUYMCTKY TOCTymMaromiero Ha Hero MHTepHeT-Tpaduka B Memsx (QUiIbTparuu
HexenarensHoro MutepHer-Tpaduxka.
5.6.2.3. Omneparop [0MKeH 00ECeunBaTh 3alIUTY

OT DoS/DDoS-arak

Ha O6ODVI[OBaHI/II/I OnepaTopa.

1) 3ammra ot DoS/DDoS-atak  cpenctBamu  Omeparopa  JI0OJDKHA
00ecIeuynBaThCsl OT CIEAYIONIMX TUIIOB aTaK:
— aTaku Ha mepenojiHeHune KananoB cBsa3u (Volumetric Attacks);
— araku Ha ceTeByro nHGpacTpykrypy (State Exhaustion Attacks);
— araku ypoBHs npuiioxeHudt (Application Attacks).
2) @unbTpanus Tpaduka JIOJDKHA OCYIIECTBIATHCA 110  CIICIYIOIIMM

KPUTEPUSIM:

1o reorpapuueckoMy IpHU3HaKY;
— M0 «4epHBIM» U «OenbiM» criuckam [P-anpecos;
—  TIPOTOKOJaMm;
—  TopTam;
— C TIOMOMIBIO PETrYJISIPHBIX BHIPAKEHUN OCHOBHBIX XapaKTEPUCTUK IPOTOKOJIOB;
— € TIOMOUIBIO PETYJISIPHBIX BHIPAKEHUHN Pa3TUYHBIX XapaKTEPUCTHK MPUIIOKEHUI;
— ¢ npuMmeHeHnueM challenge/response KOHTpMep, AJi YAOCTOBEPEHUSI XOCTOB
HCTOYHUKA;
—  C OTCJIeKMBaHWEM COCTUHEHHI Ha HAIMYNE MEIJICHHBIX aTak.
3) O6GopynoBanne Omeparopa, oOecleuuBaroliee 3aluTy  OT
DoS/DDoS-atak, 10JKHO UMETh TEXHHUYECKYIO BO3MOXKHOCTb:
— TIOJABIATH aTaku JO YPOBHS TMPWIOKEHUS ceMmuypoBHeBoi Momaenu OSI

E€MKOCTBIO He MeHee 150 I'0uTt/cexk;



— TMOJABJATH ATaKU A0 TPAHCHOPTHOTO YPOBHS ceMuypoBHEBOW monaenu OSI no 2
Tout/c;

— B aBTOMAaTHYECKOM PEXUME 3arpy’kaTh U MPUMEHSTH «O€Nble» U «UepHBIe»
cnucku [P-anpecos cetu «uTepHe™ /it Touek noakatodeHus [lotpedutesns, B KOTOPBIX
oKa3bIBaeTcs yciyra 1o 3amure ot DoS/DDoS-arak.

4) Pemenne 3amutel or DoS/DDoS-arak A0DKHO TOAJEPKUBATH

BKJIIOUEHHE PEKHUMA OYUCTKU TpaduKa NePEUUCICHHBIMU HUXKE CIIOCOOaMU:

— B AaBTOMAaTHYECKOM pEXHME IPHU TOJYyYEHWHU CBEACHUN OT O00O0pyIOBaHUS
wiomaaku [lotpedurens, riae okaspiBaeTcs Y ciayra CBA3Y;

— B aBTOMAaTUYECKOM pEXHUME MpuU OOHapyxkeHuu oOopynoBanueM OmnepaTopa
anomaynu B Tpaduke [lorpedburens;

— BpyuHylo, myteM ooOpamienusi Ilotpebutenem B Cioyx0y TeXHUYECKOH
MOJACPIKKY;

— BpyuHyo OrnepaTtopoM Tmipu oOHapykeHun oOopynoBanueM OrmnepaTopa

aHomanuu B Tpaduke [lorpeduresns.

5.6.3. DunemenT «MexceTeBoe IKPAHUPOBaAHMe» (Jaee — DIEMEHT).

5.6.3.1. Hasuaueuue DieMeHTA.

DneMeHT TmpeAaHa3HayeH Juisi oOecrieyeHus HMHQPOPMALMOHHON 0e30macHOCTH

npu npoctyne B ceTh «UHTepHer», a Takke mnpu obOmene Ttpaduxkom wmexay ECII

u noakmouaembiMu K ECI/] Kanamamu L2, 1yt nmpenoTBpaiieHusi HECAaHKIIMOHUPOBAHHOTO

noctyna K BHyTpeHHuM cermentam ECII/] u monsITOK B310MA.

5.6.3.2. TpeGoBanus K DIEMEHTY:

1) DeMEeHT A0KEH 00SCIIeYMBATh:
— pasrpaHuueHue MHGOPMAIMOHHBIX MOTOKOB, CETEBOTO B3aMMOACHCTBUS
MEX/1y CEerMEHTaMUu;
—  OJIOKMPOBKY 3alpeIll€HHbIX TUIIOB B3aUMOICHCTBUM;
— JKypHAJUPOBAaHWE WM TMOJACYET YHCJIA TMONBITOK OCYIIECTBICHUS
3aIpPEILEHHBIX B3aUMOJICUCTBUM;
—  OJOKMpPOBKY OOpallleHUi K U3BECTHBIM CEpBEPaM 3JI0yMBIIIJICHHUKOB;
—  TONJEepX Ky (YHKUMU BBIIBICHHUS BPEIOHOCHOTO Tpaduka Ha OCHOBAHUU
CUTHATYD;

—  BO3MOJKHOCTH CO3/IaHHsI OTKa30yCTOWYMBOTO KJIacTepa (TUIOB active-passive uin



active-active);

2) MexcereBble  SKpaHbl  JOJDKHBI ~ oOecreuMBaTh  3allUTy
OT HECAaHKIMOHUPOBAHHOIO JOCTyNa U3 ceTh «VIHTEepHET» WM BHEUIHEH CETH
no otHomeHuto kK ECIIJ, a Takxke KOHTPOJIb M PEryJIUPOBKY JOCTyMa
MOJIb30BaTeNIe BHYTPEHHEN ceTH K pecypcaM cetu «HTepHET» U BBIJAEICHHBIM
cerMeHTaM uHGpacTpykTypsl [loTpebutens. MexcereBoil dKpaH JOHKEH
oOecrieynBaTh KOHTPOJIb BCETO MPOXOMSIIEro Tpaduka M OBITh YCTOWYUBHIM K
BO3/ICHICTBUIO BHEIIIHUX aTaK;

3) [Ipu BBIOOpe MCD omnpegeneHHOro Kiacca 3allUTbl IS
oOecrieyeHus: 0€30MaCHOCTH B MH(MOPMALMOHHBIX CHUCTEMAX COOTBETCTBYIOIIETO
KJlacca  3alllMIICHHOCTH HEOOXOJAMMO  PYKOBOJICTBOBATHCS ~ HOPMATHUBHBIMU
npaBoBbIMH akTamu OCTIK Poccuu;

4) BriOop cepTuduimpoBaHHBIX Ha COOTBETCTBHE TPEOOBAHUSIM
no Oe3omacHocT uHpopMauun MCD, 1T0IKEH MPOU3BOJIUTECA C YUYETOM
COBMECTUMOCTH € HMH(MOPMAIIMOHHBIMU  TEXHOJIOTUSIMU M TEXHUYECKUMU
cpeacTBaMu, (QYHKIUI O€30MacHOCTH 3TUX CPEICTB W OCOOEHHOCTEH uX
peanu3aluy, a Takke Kiacca 3amuiieHHocTu nHdopmarmonHon cuctemsl 1 ECI/I;

5) Jist  obecrnieueHHus HEOOXOAUMOTO YpPOBHS HMH(POPMALMOHHOM
0e30macHOCTH HEOO0XOJUMO TIPUMEHSTh B KayecTBE KIIIOYEBOM HACTPOWKH
MEKCETEBOT0O 3KpaHa MPHUHIIUII «3aIpenieHo Becey». OTkpriBaThess HA MCD 1OMKHBI
TOJIBKO T€ YCIIyTH, XOCTbI, CETH U MPOTOKOJIbI, KOTOPbIE HYHBI ISl 0OECIICUeHH s
pabotsl cuctem Ilorpedburens. Bece Heucnonbzyemble aapeca, CETH, MPOTOKOJBI U
yeiayrd Ha MCD oiKHBI ObITh 3allpEIIeHbL;

6) MCD nomxeH coaepkaThb CpelCcTBa, 00ECIICUMBAIOIINE KOHTPOJIb
3a IEJIOCTHOCTBIO CBOEHM MpOorpaMMHON M MH(OpMAIMOHHOW YacTH. MeXceTeBoi
9KpaH JOJDKEH MpeAyCMaTpuBaTh IMPOLEIYypPY BOCCTAaHOBJICHUS MOCiHE COOEB H
OTKa30B 000pYJOBaHUS, KOTOpas IOJDKHA 00€CIeuynBaTh BOCCTAHOBJICHUE CBOWMCTB
MEXCETEBOr0 d2KpaHa. B  MexceTeBOM »JKpaHe JOJDKHA 00ecreurnBaThCs
BO3MOYKHOCTh PErJIAMEHTHOTO TECTUPOBAHUS;

7) 3ammTta Ha ocHOBe MCD J0/KHA peanu30BBIBATH CIIECIYIOIINE
BO3MOYHOCTH:

(GunbTpaIys Ha OCHOBE CETEBBIX aJPECOB OTIPABUTENS MOTyYaTels;



—  JIOKaJbHasl CUTHAJIM3AIMS ONBITOK HAPYIIEHUS MPaBUil QUIIbTPALINH;

8) MCD nomkeH OBITh HCTIOJIB30BaH JIJIS:

— OrpaHUYEeHHUs WIM 3alpelleHus] JIOCTyNMa XOCTOB BHYTpPEHHEH CeTu
K cepBUcaM BHelHen cetu « uTepHeT;

— OrpaHUYEHMs JOCTyNa BHEUIHUX MOJIb30BATEIEH K BHYTPEHHUM pecypcam
cetu [lorpebuTens;

9) Jlist obecnieuenuss WHOOPMAITMOHHONW O€30TaCHOCTH TIPH OOMEHE
uHpopMarueit mexay BHyTpeHHUMH noaceTsiMu ECIIJ] momkHBl ycTaHaBAMBATHCS
MCDO Ha cThIKE y37I0B CETH, CO3/aBas MPU STOM JIOMOJIHUTEIbHbBIE TOUKH KOHTPOJIS
JOCTYyIIa, KOTOPbIE TOJKHBI 00€CTIeUnBaTh OTPaHUYEHHE CIIOCOOOB B3aUMOICUCTBUS
MEXy CETMEHTaMU CETH.

5.7. KommnoHeHT «Opranuzauusi kaHaja L2».

5.7.1. Hasunauenue KomMmronenra.

Kommonent Ycinyr cBa3u JOJDKEH oOecleyuBaTh OpraHU3alldI0 KaHaia CBS3U OT
00BEKTOB oOOpa3oBaTelibHBIX opraHuzanuii k Toukam mpucoeauHenus ECIIJl mo certu
Omneparopa.

5.7.2. TpeboBauus kK KoMImoHeHTY:

1) Opranu3oBaHHbIE KaHajbl CBS3M JOJDKHBI MPEICTABISATH COOOM
BBIJIEJICHHYIO CETh, IOCTPOEHHYIO Ha 000pyaoBanuu Oneparopa;
2) Opranu3oBaHHbIE KaHaJbl CBSI3U JOJDKHBI OBITH CO3JaHBl C
VCTIOJIb30BAaHUEM TEXHOJIOTHM:
— BOIJIC;
— CITyTHUKOBBIN KaHAJ CBSI3H;
— HHbIE TEXHOJOrMH, oOecrneuyMBarolie HauOONbIIYI0 TapaHTUPOBAHHYIO
CKOPOCTb MOAKIIOYEHUS.
[IpuopurerHoil TexHONOrKEN NOKIIIOUeHHsI 00beKTOB siBisieTcs BOJIC.

3) Opranu3oBaHHbIE KaHaJbl CBA3M HAYMHAIOTCS Ha 00OPYIOBaHHUH
Omneparopa Ha 00beKTe 00pa30BaTEILHON OpraHU3alliy U 3aKaHYMBalOTCs B Touke
npucoeaunenus ECII/I;

4) Opranu3zoBaHHbIE KaHaJbl MOTYT OBITh YAaCTUYHO OPTraHHU30BaHBI
4yepe3 CeTH aJIbTEePHATUBHBIX OINEpPaTOpPOB, MPHU 3TOM TOUYKH COMPSIKEHUS ceTei

Omnepatopa M anpTEpHATUBHBIX OINEPATOPOB MOIYT HE coBMmanath ¢ Toukamu



npucoenuHenuss ECIT;
5)  OpraHn30BaHHBIC KaHAJBI CBSI3U MOTYT OBITh TIPEOCTABIICHBI B BUJIC:
a. BBIJICJICHHBIX KaHAJIOB JJIsi OTHOTO 00bEeKTa 00pa30BaTEILHON OpraHu3aluy;
b. BUC o6benuHsIomuUx HECKOJIBbKO 00heKTOB. B pamkax takux BUC momkHO
OBITh UCKJIFOUEHO B3auMo/ielicTBUE 00beKTOB, MuHyst ECII/;

6) OpranuzoBaHHbie KaHaibl cBA3U (BUC) MoryT ObITH peain30BaHbl HA BTOPOM WU
TpeTheM ypoBHE ceTeBor Moaenu OS] mpu ycmoBuu COONIOACHHS BCEX MPOYHNX TPEeOOBaHUI
Hacrosmero T3;

6) Opranu3oBaHHBIC JUIA Jnocryna K ECIIJ KaHaJIbl
HE MpeHa3HAYEeHBI 715 Mepe/ladyu BUI€O-TpaduKa;

7) OpraHu30BaHHbBIC KaHAJIBI JOJDKHBI TPEIOCTABIATh KAK MUHUMYM 3
KJ1acca KauecTBa 00CIyKHUBaHUS TpapuKa;

8) ChnyTHUKOBBIC KaHAJIbl CBSA3M JUII OOBEKTOB 0O0pPa30BATEILHBIX
opraHu3anuii  MOTyT  OBITb ~ OpPraHMU30BaHbBl  C  KCIOJb30BaHUEM
rapanTupoBanHoil monockl mpomyckanus (CIR) wm ¢ MakcuMambHON
(werapantupoBaHHOi) mosiocoit mpomyckanus (MIR) (B cooTrBeTcTBUU C
TEXHUYECKOM BO3MOXKHOCTBIO O00OpY/IOBaHMS CIYTHHUKOBOM CBSI3UM Ha
OOBekTe), mpu 1TOM JOJKHA OOECIEYUBATHCS MHHUMAIBHO JOMYyCTHUMAas
MPOITYCKHAsI CIIOCOOHOCTD, yKa3aHHas B myHKTe 9.7.3 T3.

5.7.3. TpeboBaHUs K IPOMYCKHOMN CIIOCOOHOCTH.

Opranu3oBaHHbIE KaHAJbl JOJKHBI OOECleUnBaTh CKOPOCTh TEpefadyd JTaHHBIX B
COOTBETCTBHM C biaHKOM 3aka3a.

JInst CyTHUKOBBIX KaHAJIOB CBSI3M, OPTaHM30BAaHHBIX Ha 00BEKTaxX 00pa30oBaTENIbHBIX
OpraHu3alMii C  HWCMOJb30BAHUEM  MAKCHUMaJIbHOW  (HETapaHTUPOBAHHOW)  MOJOCHI
npomyckaaus (MIR), momkna obecnieunBaThCS MUHUMAJIbHAS TapaHTUPOBAHHASI CKOPOCTh
noctyna — 1 MOuUT/c 1o HanpaBJICHUIO «OT»/«K» 00pa30BaTeIbHON OpraHU3aINH.

5.8. Komnonent «Ilepenaua nanubix L2y

5.8.1. Hasznauenue Komronenra.

KomnoneHnT pmomkeH oOecneuuBarth Iepefady JaHHBIX OT 00pa30BaTesIbHOU
opranuzanuu K Touke (Toukam) npucoenunenus ECII/I.

5.8.2. TpeboBaHus K IPONYCKHON CIIOCOOHOCTH.

OpFaHI/ISOBaHHBIe KaHaJIbl AOOJIDKHBI o0ecrneynBaTh CKOpPOCTh ICpCaadn OaHHBIX B



COOTBETCTBUH ¢ briaHkom 3akasa.

JIyisi CIy THUKOBBIX KaHAJIOB CBSI3HM, OPTraHM30BAHHBIX Ha O0BEKTAaX 00pa30BATEIHHBIX
OpraHM3alii C  HCIOJb30BAaHUEM MaKCUMaJbHOW  (HErapaHTUPOBAHHOW)  ITOJOCHI
nponyckanus (MIR), nomkHa oGecrieunBaThCs MUHUMAJIbHAS TapaHTUPOBAHHAS CKOPOCTH
JOCTyTa — 1 Mo6wut/c
10 HAIIPABJICHUIO «OT»/«K» 00pa30BaTeIbHON OpraHU3aIliy.

5.8.3. TpeboBaHus K Ka4eCTBY OOCIVKUBAHUSL.

B pamkax momemu ¢ 3 kjaccamu OOCTyKMBaHUA TPH Tepefade Tpapuka MeExIy
o0pa3oBaTeNbHBIMU OpraHu3alusiIMy U y31oM Oneparopa T0JKHA MOAIePKUBATH:
—  Kunacc 1 — Tpaduk npuinoxeHuit peaibHOTO BpeMeHU (T0JI0C, BUJIE0), KPUTUYHBIN
K ITOTEPSIM MAKETOB, 3aJIePKKaM U KOJIECOaHUSIM 3aCPKKH;
—  Kiacc 2 — tpaduk xopmopaTUBHBIX HH(POPMAIIMOHHBIX CHUCTEM, KPUTHYHBIA K
3a/Iep’KKaM U MOTEPSIM;
—  Kiace 3 — tpaduk, HeKpuTHYHBIN K 3a1epKKaM («THTepHeT», pa3InuHbIE CETEBbIE
CITy>KOBbI).
Knaccudukanusa Ttpaduka JomKHA  OCYHIECTBIAThCA  JUIsl  Kaxkaoro  L2-makera
B OTJEIBbHOCTH, B COOTBETCTBMU CO 3HAUYEHUEM e€ro 3arosioBkoB 802.1p, kak yka3aHO

B CIIeIyIOIeH TadmuIie:

Tun Tpaduka 3HaYeHHE 3ar0JI0BKa

Kiacc 1 5 (VO)

Kiacc 2 3 (CA)

Knace 3 Default (srro0Obie 3HaUEHUS, OTIIMYHBIC OT KJ1accoB | u 2)
[Ipumeyanus:

— [Ipn mepenaye maHHBIX Yepe3 KaHai CBs3U 3aroyioBok 802.1p He
JOJKEH U3MEHSTHCS.

- [Tpu mpesbimennn Tpadgukom Kimacca 1 mpomyckHO# CrTOCOOHOCTH,
yCTaHOBJICHHOM Ha nopTy it Kiacca 1, moykeH nNpou3BoIUThCS cOPOC TAKETOB
c kagectBoM Kiacca 3; mpu mpesbiiieHnn tpaduxom Kiacca 2, mpomyckHO#M
CIIOCOOHOCTH, yCTaHOBJICHHOM Ha mopTy miua Kiacca 2, — cOpoc MmakeToB ¢
kauectBoM Kiacca 3; mpu npesbimiennun Tpapukom Kracca 3 mpomyckHOU
CIIOCOOHOCTH MOPTa — COPOC MAKETOB.

— [TapameTrpsl kauecTBa nepenaun L2-makeToB uepe3 KaHall CBA3U



I'apanmupoeannvle

SHAYECHUA

napamempos

JAOJIKHBI YIOBJICTBOPATH CIICAYIOIINUM Tpe6OBaHI/I}IMI

Kadecmea

nepeoauu  OAHHBIX

no Kawaiam ceésazu om obpazosamenvbHulx opeanuzayuil Kk Touxam npucoeounenus ECI/],
opeanuzosanvim no BOJIC:

Tun [IponeHT moTepsHHBIX 3ajiepiKa nepesiain Bapuanus 3anepxku,
L2-nakeToB B O/IHY
Tpaduka L2-maketoB, He Ooiee He Oonee
CTOPOHY, HE 0oJiee
Kimacc 1 0,2% 15 mc 10 mc
Kiacc 2 0,2% 20 mc HE HOPMHUPYETCS
Kiace 3 5% 25 Mc HE HOPMHUPYETCS

Cpeonecmamucmuyeckue yenesvle 3HAYEHUS NAPAMEMPOS Kavecmea nepeoadu
OAHHBIX NO KAHALAM C653U 0m 00pazosamenvHulx opeanuzayuti Kk Toukam npucoeouHeHus
ECII], opeanu3z08anHbimM ¢ UCNOIB308AHUEM CRYWMHUKOBBIX TUHUU C853U:

Tun [IpoueHT noTepsHHBIX 3ajepikka epeadn Bapuanus 3aaepxku,
L2-makeToB B OJIHY
Tpaduka L2-nakeroB, He Ooee He Oosee
CTOPOHY, HE OoJiee
Kinacc 1 0,5% 500 mc 50 mc
Kiacc 2 1% 550 mc HE HOPMHUPYETCS
Knacc 3 5% 600 mc HE HOPMUPYETCA

CpeonecmamucmuuecKkue yejegvle 3HAYEHUS NAPAMEMPO8 Kadecmea nepeoavu
OAHHBIX NO KAHANAM C8A3U OM 00pa3z0eamenvhvlx opeanusayuil Kk Toukam npucoeouHenus
ECII], opeanuzosarnnvim no HHvim mexnonocusim

Tun [IpoueHT noTepsHHBIX 3ajepikka epeiadn Bapuanus 3aaepxku,
L2-makeToB B 0JIHY
Tpaduka L2-nakeroB, He Oonee He Oomee
CTOpPOHY, He boJiee
Kimacc 1 0,5% 100 mc 50 mc
Knacc 2 1% 200 mc HE HOPMHPYETCS
Knacc 3 5% 300 mc HE HOPMUPYETCA

6. Ilopsiiok KOHTPOJISA KauyecTBa Y CJIYr CBA3H

6.1. Jlngs oOBEKTOB, KOTOPBHIM OKAa3bIBAIOTCS YCIYTHU CBSI3H,

HaJIU4ue JOCTYyIIa K I/IH(l)OpMaHI/IOHHBIM CHUCTEMAaM U CCTH «HHTGpHCT» Ha

00BEKTE

OTIPEICIIACTCS

AOOHEHTOM

TIOCPEICTBOM

KommnionenTa

«MoHuTOpHHT U 0oOecTieueHre 6e30MacHOCTH CBsI3U». ExemMecsdHo B CPOK,

yCTaHOBJIEHHBIA JloroBopoMm, OmnepaTop NpenocTaBig€T CBOJIHBIA AKT O



[IpEpPbIBAHUM B IPEAOCTABICHUM  YCIYyr CBA3U U OTY4ET O
¢yHKIIMOHMpOBaHUKU JneMeHTa «MOHUTOPUHT TapaMeTpoB KadecTBa
IOPEJOCTABIAEMBbIX YCIyr», Ha OCHOBAaHUM KOTOPbIX AOOHEHTOM
OCYILECTBIISETCS KOHTPOJIb OKa3aHus Y CIIyT CBA3U.

6.2. Omnnata VYciuyr cBs3d OCyIIECTBIseTCS 3a (aKTUYECKU

OKa3aHHbIE YCIyTH CBA3U, IPEAyCMOTPeHHbIE biiankoM 3aka3za. [Ipu sTom
pacyeT CTOMMOCTH (paKTUUECKH OKA3aHHBIX Y CIIYTH CBSI3U 10 KOMIIOHEHTaM
Yenyru cBsizu «llepenaua manneix» u «llepenaua mannsix L2» (manee —
Yenyru) ocymectBisercss AOOHEHTOM Ha ocHoBaHuUHM OTYeTOB O
GyHKIIMOHUpOBaHUU JDJjieMeHTa «MOHUTOPUHT MapaMeTPOB KayecTBa
MIPEIOCTABISIEMBIX YCIIYT» COIJIACHO YCIIOBUSIM Jlorosopa,
IpeaycCMaTPUBAIOIIMM a00HEHTCKYIH0 CHCTEMY OIUIaThl M3 pacdeTa 3a |
KaJIeHOapHbld Mecsu. B cioydae, ecimum Yceiuyru cBA3W  (PaKTUYECKH
OKa3bIBAJINCh HEIOJHBIN KaJEHIAPHBIA MECAL, CTOMMOCTh Y CIIYI CBA3U
MOJICXKUT mepepacueTy AOGOHEHTOM IO cieayrolieit hopmyiie:
C=T-((T/11) x (Au+dup)), rae:

C — crouMocCTh YCIIyTH CBSA3U B PACCUUTHIBAEMOM MECHIIIE;

T — Ilena equHUILBI Y CIYTH CBA3Y,

J1 — Konnu4yecTBO KaJIeHAAPHBIX IHEH OKa3aHUs Y CIIYT CBSI3U B MECHIIC;

JIH — KOJTMYEeCTBO JTHEH, KOT/1a Y CIIyTH CBSI3U HE OKa3bIBATIUCH (32 UCKIIFOUEHUEM JTHEH

MPEBBILICHUS] BPDEMEHU HEIOCTYITHOCTU Y CIYyTH MpU €€ BoccTaHoBIeHuu (Jnp);
Jnp - KOJIM4YecTBO JHEW MPEBBIICHUS BPEMEHHW HENOCTYIMHOCTH YCIYyTH TpU €€
BOCCTAHOBJICHUH;
Jnp=B4/24 (oxpyriaeHHO€ B OOJBIIIYIO CTOPOHY JI0 IIEJI0T0 HATyPaJbHOTO YUCIIA);
B4 — BpeMs npeBbIIEHNS JOMTYCTUMOTO BPEMEHHU MPOCTOS Y CIIYTH B MECHILI;

B4 = B2-B3;

B2 — o6Omee (dakTuueckoe BpeMms MepepbiBa B MPEIOCTABICHUH YCIyr CBS3U B
KaJICHIapHOM Mecslle B pab0odnx dacax, KOTOPOE PaBHSAETCS BPEMEHU HEAOCTYITHOCTH Y CIyT
CBsI3U 0e3 yuera:

- paboT Ha o6opynoBaHuu Oneparopa, BEIIOJIHIEMBIMU T10 3apocy AOOHEHTa;

- HeucnpaBHOCTEH o0opynoBanus [loTpeduTens;



-nevictBuil [loTpeOuTeneil, BEI3BAHHBIX B TOM YHKCJIE OTKIIOYEHUEM SJIEKTPONMUTAHUS
obopynoBanusi OnepaTopa;

B3 — nonyctumoe BpeMs POCTOs YCIYTH B MECHILL;
B3=(24*]11)-0,98*(24*/11).
B ciywae ecnm B2 mMenbie wim pasHo B3, /{np nmpupaBHsETCS K HYJIIO.

6.3. Hcnomuenne OmneparopoMm o006s3aTenscTB 10 JloroBopy

CUUTACTCA HCHAJIC)KAIIMM B ClIiydac, CCJIH KOBd)d)I/II_[I/IeHT AJOCTYIIHOCTH

Yeayr Kn 06mmi 3a pacyeTHbIl nepuo cocrasisieT meHee 0,9.

6.3.1.1. lna  pacuera kodbdUIIMEHTA AOCTYITHOCTHA

Ycayr cea3u Ka 061mii ucronb3yeTcs cienytomas hopmyra:

M
Kn o6muit = (Z (Ka,))/M

n=1
re:
Kn — ko3 dunueHT 10cTynHOCTH Y CIIyTU CBSI3U 110 00BEKTY 3a KaJeHIapHbINA MecHll,
pacCYUTBHIBAEMBIN IO GOpMyJIE:

_ (24 4acax /11) — B1 — B2
- 24xJ11 — B1

Kn

1 — KOMMYeCTBO KAICHAAPHBIX JHEH OKa3aHUs Y CIYT CBSI3U B MECHIIE;

M — KonnuecTBO 0OBEKTOB, KOTOPHIM OKa3bIBAalOTCS YCIYI'M CBSI3U B PACUETHOM
KQJIEHIAPHOM MECSLE;

B1 — oOmiee (hakTrueckoe BpeMsi TEXHOJIOTMUECKUX MEPEPHIBOB 3a KAJICHJAPHbII MecsIT
B 4acax, BbI3BAHHBIX:

- MPOBEAECHUEM TUTAHOBBIX NPOPUIAKTUYECKHUX PadOT.

OnepaTop NPOBOAMT TEXHOJOTHMYECKHE IEPEPBIBBI B MOPAIKE, MPELYCMOTPEHHOM
PernmameHTOM TEXHMYECKON MOAACPKKU MPU OKazaHUU Yciayr cBsa3u. CyMMapHOE BpeMs
TEXHOJOTMYECKHUX NEPEePHIBOB Ha 00BEKTE HE JOHKHO MPEBBIIIATH IS JII000H Y Ciyru cBs3U
6 (11I€CTh) YaCOB B TEUCHHUE KaJICHIAPHOIO0 MECSIIa.

B2 — o6mee (dakTuueckoe BpeMmsl MepepbiBa B MPEJOCTABICHHH YCIyr CBS3U B
KaJICHJapHOM Mecslle B padourx yacax, KOTOPOE PaBHAETCS BPEMEHU HEAOCTYITHOCTH Y CIIyT

CBsI3U 0e3 yuera:



- pabot Ha obopyaoBaHuu OrnepaTopa, BHIMOIHAEMbBIMU 10 3anpocy AOOHEHTa;

- HeWCTIpaBHOCTEH 000pyI0BaHusT AGOHEHTA;

- nevictuii [loTpeOurteneit, BEI3BaHHBIX B TOM YHUCJIE OTKIIOUEHHEM DJIEKTPOMUTAHUS

obopynoBanusi Oneparopa.

[TopsimoK OTKPBITUSI U 3aKPBITUSI MHLIUJICHTOB JUIsl pacyeTa BPEMEHU HEAOCTYMHOCTH
VYenyr cBsi3M onpenenseTcss B COOTBETCTBUU ¢ PernmaMeHTOM TEXHHYECKON MOAJIEPKKHU MpPH
OKa3aHUU Y CIIyT CBA3U. BpeMs HeJOCTYMHOCTH Y CIYT CBSI3H, PACCUUTAHHOE B COOTBETCTBUU

c PermameHTOM TeXHHUYECKOW MOAAEPKKH MPU OKAa3aHUM YCIYT CBS3H, U KOIPPHUIMEHT

JOCTYOHOCTH Y CIyT KI[ Oﬁllll/li/i OIIPCACIIAOTCA HAa OCHOBAHHUH CBOI[HI)IX AKTOB O ITPCPLIBAHUH

B IIPEJIOCTABJICHUH Y CIYT CBSI3H.
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